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Data security is vital to any business, and 
yet many companies don't do everything 
it takes to maintain data integrity 
across the board. In this issue, we 
identify today's external and internal threats 
to digital information and explore ways that your 
company can best combat those threats. 
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Toshiba Takes The Canvio To 1TB 

What's postcard-sized; weighs about 6 ounces; and stores roughly 285,000 dig 
photos, 263,000 music tracks, or 820 downloaded movies? Toshiba's new 
inch 1TB Canvio ($199.99), a USB 2.0-powered external drive packing 
many backup and restore options, including whole-system backups and 
booting to the drive. Design-wise, the Canvio has an antislip rubber grip 
on the sides and internal shock sensor to guard against bumps during 
travel. The drive is also available in 500GB ($119.99), 640GB ($139.99), and 
750GB ($159.99) models. 



App Market Doing Very Well, Thank You 

How popular is the mobile app sector becoming? Data from Getjar, 
self-proclaimed as the world's second largest app store, states the mo- 
bile app economy will total $17.5 billion by 2012 and downloads 
across all handsets will soar from 7 billion in 2009 to 50 billion in 2012. 
That's a 92% growth rate if you're wondering. To put the figure in dif- 
ferent terms, Getjar says the mobile app economy in 2012 will top that of 
CDs ($13.83 billion). 

■ Small Businesses Covet Wireless Tech 

Nearly 65% of small businesses that AT&T recently polled say they "could not 
survive — or it would be a major challenge to survive — without wireless tech- 
nology." That's up from 42% in a similar 2007 poll. Further, the nearly 80% of 
small businesses that cut back or maintained their 2008 tech budgets due to the 
recession indicate they haven't cut back on wireless technology and will rely on 
it more in the coming two years. Elsewhere, 49% strongly agree that wireless 
technology is a must to stay competitive vs. 16% in 2007. 



Verizon Inching Closer To LTE Rollout 

Verizon Wireless CTO Tony Melone stated in late March 
that his company will begin testing its 700MHz LTE 
(Long Term Evolution) network sporting high-speed 4G 
wireless access this summer in six markets. Plans are to 
launch the LTE service in 25 to 30 markets "in one fell 
swoop" by year's end to possibly 100 million sub- 
scribers. Data cards that add LTE Internet access to com- 
puters will be the first network-supporting devices to 
ship. LTE-capable handsets are expected in mid-2011. 

Travelers Pipe Up On Apps 

A recent survey Compete conducted of 1,246 smartphone 
owners indicates 52% would find an app offering notifi- 
cations of schedule changes for booked trips somewhat 
or very useful. Additionally, 48% voiced the same about 
a similar app for rate changes; 42% about an app that 
could consolidate travel reservations into one itinerary; 
and 41% for an app that could help manage rewards, 
points, and loyalty points from multiple companies. 
Elsewhere, about 38% do some leisure travel research on 
their devices, and 27% do some travel booking. 
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I It's Time To Meet, Tokbox-Style 

Tokbox (www.tokbox.com), which offers free and 
paid video chat services, has launched a Broadcast 
Video Chat plan supporting up to 200 simultaneous 
users. Although only 12 people can appear on-screen 
at once, the 178 other participants can still text chat, 
request screen time, and submit video questions 
through the session's moderator. Each session costs 
the organizer $18.99; the cost per session is reduced to 
$12.99 if the organizer already subscribes to Tokbox's 
Moderation & Scheduling plan ($9.99 per 30 days), 
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which includes a customized URL, invita- 
tion, calendar, media-queuing, and chat- 
governing abilities. 
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SanDisk's microSDHC Puts 
On Pounds 

So, your wimpy 4GB microSD card just 
isn't cutting it for storing all your smart- 
phone's apps, music, video, and other 
files? How would a 32GB microSDHC 
card sit with you? If "pretty darn good," 
SanDisk's new 32GB card ($199.99; www 
.sandisk.com) — "the world's highest- 
capacity removable memory card for mobile 
phones" — is now shipping to "store enough 
music to outlast 35 roundtrip flights be- 
tween San Francisco and New York before 
repeating a single song." Samsung an- 
nounced its own 32GB microSDHC card in 
January but has yet to begin shipping. 



A New iPhone For 
AT&T & Others? 

The Wall Street Journal recently quoted un- 
named sources as saying that Apple is 
developing a AG iPhone for AT&T and 
working on a model to run on CDMA net- 
works, which Verizon Wireless and Sprint 
happen to operate. The WSJ reported that a 
person in the know believes CDMA-based 
iPhones could go into mass production in 
September. Separately, The WSJ reported 
that several analysts expect Apple's exclu- 
sive iPhone deal with AT&T to end this 
year, with one analyst stating that AT&T 
will "see a huge exodus" of customers to 
Verizon if it gets an iPhone. 



Smartphones, Please 
Welcome Skype Mobile 

BlackBerry and Android smartphones are 
among the 3G phones compatible with a 



new Skype Mobile app (free) exclusive to Verizon Wireless. Skype worked with Verizon 
Wireless to create the app, which lets Verizon Wireless customers with data plans make and 
receive unlimited global Skype voice calls as well as unlimited instant messages. Users can 
also call international phone numbers at Skype calling rates. Verizon Wireless' Jennifer Byrne 
says that Verizon believes the move will result in a "sizable" number of new data subscribers. 



WhatApp? Brings The Security 

Plenty of Web sites offer mobile app reviews, but 
WhatApp? (www.whatapp.org), from Stanford University, 
tells you how private, open, and secure they are in Web, 
Web Browsers, Mobile Platforms, and Social Networks cate- 
gories. Ratings involve combining "traditional consumer 
reporting and review tools with wikis and news feeds." The 
site currently lists 207 apps, although many have yet to 
go under WhatApp?'s complete inspection. Among the 
questions the site's experts tackle is if "the app could per- 
form the same functionality by collecting less information or 
with better security." 
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Smartphones Love Wi-Fi 

"In the age of data-centric multimedia phones, carriers have embraced Wi-Fi technology as a 
way to offload traffic from licensed spectrum and improve the consumer experience," states 
Michael Morgan of ABI Research, whose recent research found that of roughly 580 million Wi-Fi 
devices shipped in 2009, about 141 million were handsets. Further, the Wi-Fi Alliance states that 
Wi-Fi handset certification volume rose 142% in 2009, and 500-plus handset models are now Wi- 
Fi Certified. By 2014, ABI Research predicts 500 million handsets will be Wi-Fi-enabled, in- 
cluding 90% of smartphones. 



■ 7.1 Million & Counting 

Reviews of Apple's iPad aren't the only thing glowing. So are projected sales numbers. 
iSuppli predicts the iPad will sell 7.1 million units this year, 14.4 million next year, and 20.1 
million in 2012. A Piper Jaffray survey, meanwhile, found that of 488 iPad buyers, 74% were 
Mac users and 66% owned iPhones, 92% used iPods, and 13% had Amazon Kindles (though 
58% planned to replace their Kindles with iPads). IDC predicts that when the final counts are 
in, netbook shipments from January through March will have grown 33.6% (to 4.8 million 
units) over the same period last year, when sales skyrocketed 872% (to 3.6 million units). 
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Hilton Hotels Is Settling Down 
In Manhattan— Again 

The "neo-gothic" tower that was the Tudor Hotel New York in 
midtown Manhattan, N.Y., is now the recently renovated 
Hilton Manhattan East, Hilton Hotels' fourth property in the 
area. Following millions of dollars in renovation, the hotel has 
300 guestrooms, 3,500 square feet of event space, two executive 
boardrooms, full concierge and valet services, the Tudor 
Neighborhood Bar & Grill, and newly designed lobby and bar 
space. Grand Central Terminal, the United Nations, and the 
Tudor City residential area are all within walking distance. 

The Taxman Cometh To Hotel Rooms 

Arizona, California, Connecticut, and Maryland are among the 
states with cities looking to increase hotel room taxes to offset 
budget shortfalls and eliminate various services, USA Today 
recently reported. In Scottsdale and Tempe, voters recently 
OK'd a 2% bump in hotel room taxes, bringing the rate to 
13.92% in Scottsdale and 14.07% in Tempe. Santa Clara, mean- 
while, is looking to raise $35 million to help fund a new sta- 
dium for the San Francisco 49ers by raising taxes from 9.5% to 
11.5%. Connecticut is mulling a 3% increase. 

Hotels Tacking On Extra Fees 

Hotels are drumming up additional revenue by following the 
airline industry's example of charging extra for various ser- 
vices, the Los Angeles Times reports. Beyond charging fees for 
services once complimentary, hotels are applying restocking, 
baggage holding, and tray fees. New York University's Bjorn 
Hanson stated that in 2009 the U.S. lodging and hospitality in- 
dustry pulled in roughly $1.55 billion from such charges, up 
from $1 billion in 2003. Additionally, Hanson stated that 



travelers don't likely learn of the charges until 
perusing their bill. 



All Eyes On The Video 

So you're stuck in a hotel room missing your 
wife, kids, and dog back home. You could 
make a call to fight the loneliness or you 
could use a video-based option some hotels 
are beginning to offer guests to link up with 
loved ones. According to USA Today, the 
Charles Hotel in Cambridge, Mass., for ex- 
ample, has renovated its ice machine rooms 
into spaces containing free computer stations 
complete with Skype and video cameras. 
Chicago's historic Kimpton Hotel Burnham, 
meanwhile, is offering free video postcards 
via concierge services. 



W Hotels Walks The Runway 

Meet Amanda Ross, noted stylist and now 
new global fashion director for W Hotels 
Worldwide, which claims the hiring is an in- 
dustry first. Ross will advise, provide insight 
and guidance, foster industry relationships, and 
identify partnerships and collaborations to 
"make W Hotels a credible player within the 
fashion industry." Previously, Michaelangelo 
L'Acqua was named global music director. 
The duo will join forces "to provide an inte- 
grated global point of view on fashion and 
music, further establishing W as an authority in 
both industries." 




Ritz-Carlton Goes West 

Finishing touches on the $2.5 billion L.A. LIVE 
area in downtown Los Angeles occurred in early 
April with the launch of the Ritz-Carlton, Los 
Angeles, the "first luxury hotel of its caliber" in 



8 May 2010 / www.pctoday.com 



News 



downtown Los Angeles. Beyond 123 guestrooms (including 14 suites) 
on floors 22 through 26 in the 54-story tower the hotel shares with JW 
Marriott Los Angeles at L.A. LIVE, there's also roughly 100,000 square 
feet of meeting space, a Wolfgang Puck WP24 restaurant, a rooftop 
outdoor swimming pool, and a 3,400-square-foot Club Lounge. 




Intercontinental Cozies 
Up To iPad 

Intercontinental Hotels & Resorts 
bills itself as the first hotel brand to 
offer global destination-specific 
concierge Web sites and videos. 
The company can now also bill it- 
self as the hotel brand that armed its concierge staff with Apple 
iPads as part of a global pilot the company is conducting. If you're 
passing through one of InterContinental's properties in New York, 
Atlanta, London, or Hong Kong and witness the service firsthand, 
the company wants to know what you think via its Twitter page 
(www.twitter.com/worldconcierge). 



■ TSA Alters Security Measures 

The TSA has suspended security measures it enacted following 
the failed 2009 Christmas Day airline bombing in favor of "new 
intelligence-based security initiatives and other 'layers of secu- 
rity.'" Some measures will go unseen to travelers, though U.S.- 
bound travelers may see random screening practices throughout 
check-in and boarding. "These new measures utilize real-time, 
threat-based intelligence along with multiple, random layers of 
security, both seen and unseen, to more effectively mitigate 
evolving terrorist threats," says Janet Napolitano, Department 
of Homeland Security secretary. 



Four Seasons Gifts Coffee Lovers With Paper 

Depending on how snooty you are about coffee, you can either 
blame or praise Starbucks' influence on the Four Seasons' recent de- 
cision to alter its morning coffee routine by adding to-go paper cups 
to its traditional china cup and saucer offerings in all 83 of its hotels. 
"You literally have people who prefer the paper cup when they're 
sitting in the lobby reading the paper," Four Seasons' Craig Reid 
stated. "If that's the case, we need to make that paper cup a broad 
part of our offering." 



Wi-Fi By The Hour 

Need temporary airport Wi-Fi ac- 
cess but don't want to pay for an 
entire month of access? Boingo 
Wireless, operator of 125,000-plus 
global hotspots in airports, hotels, 
cafes, and coffee shops, has one al- 
ternative for iPhone, iPad, and iPod touch owners: Buy one-hour 
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credits for $1.99 a pop at the iTunes Store. Boingo's standard offering 
is $7.95 for a month of coverage. You'll need to download a free 
Boingo Wi-Fi Credits app from iTunes, which comes with a $1.99 
credit. A 10-credit package is $19.99 and includes an 11th credit free. 




Cuba Readies For Tourist Influx 

One million. That's how many American tourists Cuba's tourism min- 
ister says his country could handle if U.S. restrictions on Cuban travel 
are lifted. Bloomberg reports Cuba could break ground on at least nine 
hotels this year and add 200,000 rooms long-term. Congress is ex- 
pected to vote this summer on legislation allowing for travel to Cuba. 
Jose Manuel Bisbe of Cuba's Tourism Ministry told Bloomberg, 
"Havana has been the forbidden city for so long that it will be a boom 
destination even in the low season." 




Thanks But No Thanks 

Planning a stay at Chicago's Elysian hotel soon? There's one thing you 
won't be doing: tipping. The Wall Street Journal quoted Elysian CEO 
David Pisor as saying, "I just don't think it's luxurious to always have 
to be thinking about having to tip people for doing the jobs they do 
every day." Pisor added, "We try to eliminate your need to have to 
have extra cash on you to get someone to do something." Guests can 
insist on giving a tip but are notified about the policy when booking a 
room and upon arriving. 
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New Smartphones 

Each new generation of smartphones offers new features for enhanced productivity and entertainment. 
Here's a quick look at 10 of the most recent smartphones on the U.S. market. 




HTCEvo4G 

Upcoming (Summer 2010) I now.sprint.com/evo 

Sprint announced the HTC Evo 4G as "America's first AG 
phone/' citing its ability to use super-fast (think desktop 
DSL) WiMAX technology where available. In addition to 
business-friendly smartphone features, this Android 2.1- 
based phone includes an 8MP digital camera and an 
HDMI connection for displaying to HD screens. 



Manufacturer: HTC 
Platform: Android 2. 
Networks: CDMA, E\ 
Talk Time: N /A 
Standby Time: N /A 
Weight: 6 ounces 
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Samsung Galaxy S 

Upcoming (Summer 2010) I www.samsung.com 

As of press time, full specifications weren't available for the 
forthcoming Galaxy S smartphone. It will run the Google- 
backed Android OS and, therefore, handle professional 
functions, but also prominent are video playback (HD at 
720p) and social networking capabilities. The Galaxy S 
also features a bright 4.1-inch touchscreen. 



Manufacturer: Samsung 
Platform: Android 2.1 
Networks: GSM 
Talk Time: N /A 
Standby Time: N /A 
Weight: N/A 
Wireless: Wi-Fi, Bluetooth 




Motorola i1 

Upcoming I www.sprint.com 

The Motorola il, soon to be available exclusively from 
Sprint Nextel, is billed as "the world's first Android- 
powered Nextel Direct Connect smartphone." The mili- 
tary-grade, ruggedized il has everything you'd expect 
from a high-end smartphone in terms of productivity 
and connectivity, including business email, plus easy 
access to Google services. 



Palm Pre Plus 

$149.99 after discounts with two-year contract 
www.verizonwireless.com 

The Palm Pre Plus is Verizon's CDMA version of the webOS 
smartphone. The "Plus" indicates the phone's ability to act 
as a Wi-Fi hotspot. Thanks to Palm's webOS platform, the 
Pre Plus is a multitasker's dream because it lets you run 
multiple applications simultaneously. The OS also helps 
you keep track of various communications in a single view. 



Manufacturer: Motorola 
Platform: Android 1.5 
Networks: iDEN 
Talk Time: 3.3 hours 
Standby Time: 4 days 
Weight: 4.63 ounces 
Wireless: Wi-Fi, Bluetooth 



Manufacturer: Palm 
Platform: webOS 
Networks: CDMA, EVDO Rev. A 
Talk Time: 5.5 hours 
Standby Time: 14.5 days 
Weight: 4.89 ounces 
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Motorola Backflip 

$99.99 after discounts with two-year contract I www.wireless.att.com 

The Motorola Backflip is the first smartphone from AT&T to offer the Google- 
backed Android operating system. The interface, however, is dominated by 
Motorola's Motoblur software, which integrates standard phone communica- 
tions with social networks. The Backflip includes a flexible slide-out keyboard 
and is best for consumers but suitable for business. 



Manufacturer: Motorola 

Platform: Android 1.5 

Networks: WCDMA, GSM, HSDPA 

Talk Time: 6 hours 

Standby Time: 13.5 days 

Weight: 4.7 ounces 

Wireless: Wi-Fi, Bluetooth, GPS 




HP iPAQ Glisten 

$179.99 after discounts with two-year contract I www.wireless.att.com 

With this Windows Professional world phone, you can stay connected any- 
where in the world where there's a compatible network. Features include 
512MB internal memory (expandable up to 16GB with a microSD card), 
stereo Bluetooth, MP3 playback, a 3. IMP camera with 5X zoom, and OTA 
(over-the-air) firmware updates as needed. 



Manufacturer: HP 
Platform: Windov\ 



Dbile Professional 6.5 



DMA, GSM, HSDPA 



Talk Time: 5 hours 
Standby Time: 1 5 days 
Weight: 5.29 ounces 
Wireless: Wi-Fi, Bluetooth 




BlackBerry Tour 9630 

$99.99 after discounts with two-year contract I www.verizonwireless.com 

In addition to everything you've come to expect from a business-class 
BlackBerry, the Tour 9630 is ready to handle many international networks. 
The phone also features the full complement of Verizon-specific features, 
including VZ Navigator, VZ Navigator Global, and V CAST Music with 
Rhapsody. The phone has 256MB built-in memory. 



Carrier: Verizon Wireless 
Manufacturer: Research In N 
Platform: BlackBerry OS 
Networks: CDMA, EVDO Re 
Talk Time: 5 hours 
Standby Time: 14 days 
Weight: 4.58 ounces 
Wireless: Bluetooth, A-GPS 




Nexus One 

$529 unlocked; also available through AT&T and T-Mobile 
www.google.com/phone 

The Nexus One marks Google's first foray into designing its own mobile 
phone hardware, which HTC built to order. Its high points include a 3.7-inch 
organic display, stereo Bluetooth, a 5MP camera with video capture capabili- 
ties, and an included 4GB microSD card (expandable up to 32GB). 



Carrier: Unlocked; T-Mobile 
Manufacturer: HTC 



Networks: GSM, EDGE, HSPA 

Talk Time: 10 hours (2G); 7 hours (3G) 

Standby Time: 12 days (2G); 10.4 days (3C 

Weight: 4.58 ounces 

Wireless: Wi-Fi, Blur -' * ' "' 




Droid Eris By HTC 

$79.99 after discounts with two-year contract I www.verizonwireless.com 

Using Google's Android platform, the Droid Eris debuted along with 
Verizon's other Android smartphone, the Droid. This model has Bluetooth 
2.0 +EDR, speech recognition capability, a 5MP camera with autofocus, a 
3.5mm headphone jack, and an 8GB microSD card (with support for capaci- 
ties up to 16GB). 



Carrier: Verizon Wireles; 
Manufacturer: HTC 



Networks: CDMA, EVDO 
Talk Time: 3.5 hours 
Standby Time: 1 5.5 days 
Weight: 4.23 ounces 
Wireless: Wi-Fi, Bluetootl 




Nuvifone G60 

One cent after discounts with two-year contract I www.wireless.att.com 

Designed by Garmin with travelers in mind, the Nuvifone G60 combines 
features found in smartphones with those in portable navigation devices. 
Basic productivity software, email, high-speed data, and multitasking ca- 
pabilities will surely appeal to business users. And built-in voice-guided 
GPS will help you get from point A to point B with ease. 



Manufacturer: Garmin 
Platform: Proprietary 
Networks: WCDMA, GSA 
Talk Time: 4 hours 
Standby Time: 10.4 days 
Weight: 4.8 ounces 
Wireless: Wi-Fi, Bluetootl- 
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New Notebooks 

As manufacturers pack an increasing number of features into notebooks and offer a wider variety of screen 
sizes, it can be a challenge to keep up with what's on the market. Here, you'll find a quick look at 10 top 
notebooks and mininotebooks that are ideal for business and/or travel. The prices and specs listed apply to 
each notebook's base configuration model. 






Lenovo ThinkPad X201 

$1,099 base price I shop.lenovo.com 

Lenovo's ThinkPad X201 notebook features an Intel 
Core i5 processor and Intel HD graphics for excellent 
performance. The specs listed here are for the base 
model. Customization options include Windows 7 
Professional 64, a 128GB SSD, Bluetooth, Intel Cen- 
trino Advanced-N plus WiMAX, 4GB memory, and 
integrated 3G mobile broadband with GPS. 



Panasonic Toughbook C1 

$2,499 (available in June) I www.panasonic.com 

Billed as the " world's lightest 12.1-inch convertible 
tablet PC," the Toughbook CI combines the best ele- 
ments of full-featured tablets (most notably, a digi- 
tizer screen with stylus and multitouch capability) 
and field-ready computers (rugged magnesium alloy 
case, hot-swappable battery, vehicle power adapter, 
and mobile broadband-ready). 



Lenovo ThinkPad X100e 

$449 base price I shop.lenovo.com 

The ThinkPad XlOOe is among Lenovo's latest offer- 
ings specially designed for business use. Although 
the basic features listed here are for the lowest price 
model, optional customizations prior to purchase 
include Windows 7 Professional 32, 4GB memory, 
and Bluetooth. 




Sony VAIO Z Series 

$1,899.99 base price I www.sonystyle.com 

Now available from Sony, the VAIO Z Series note- 
books are Energy Star 5.0-compliant and include a 
biometric fingerprint sensor and (on models with 
hard drives) antishock capabilities. Note that the 
specs listed here are the best available when pur- 
chasing a Z Series notebook, not necessarily the 
specs you'll get with the base price model. 



Specs 

Operating System: Windows 7 Home Premium 32-bit 

Processor: 2.4GHz Intel Core i5-520M 

Memory: 2GB DDR3 SDRAM 

Storage: 160GB SATA d 

Wireless: 802.11 a/ b/g/n 

Other Features: 5-in-1 memory card reader; integratec 

mobile broadband; many upgrades 

Screen Size: 12.1 inches 

Weight: 2.48 pounds 



Specs 

Operating System: Windows 7 Profession 
Processor: 2.4GHz Intel Core i5-520M 
Memory: 2GB DDR3 SDRAM 
Storage 250GB SATA drive 
Wireless: 802.1 1a/b/g/n; Bluetooth 
Other Features: Storage is expandable wit 
slot and optional Desktop Dock with DVI 
Screen Size: 12.1 inches 
Weight: 3.2 pounds 



Specs 

Operating System: Windows 7 Home Premium 32-bit 
Processor: 1.6GHz AMD Athlon Neo 
Memory: 1GB DDR2 SDRAM 
Storage: 160GB SATA drive 
Wireless: 802.1 1a/b/g/n 



choice of 3- or 6-cell battery; available in black or red 
Screen Size: 1 1.6 inches 
Weight: 3 pounds 



Specs 

Operating System: Windows 
Processor: 3.06GHz Intel Con 
Memory: 8GB DDR3 SDRAM 



Wireless: 802.1 la/b/g/n 
Other Features: Memory Sti 
SD card slots; battery life up 
Screen Size: 13.1 inches 
Weight: 3.3 pounds 
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Lenovo ThinkPad T410s 

$1,399 base price I www.lenovo.com 

The specs listed here for this business-class notebook are 
what you get for the base price. Customization options in- 
clude 4GB memory, a 128GB SSD, and a multitouch display. 
The T410s includes Bluetooth, integrated mobile broadband, 
a built-in camera, and a fingerprint reader for security. 




HP Mini 5102 

$399 base price I www.hp.com 

The upcoming HP Mini 5102 is small but includes a key- 
board that's comfortable to use. The Mini 5102 stands out 
because it has capabilities that make it suitable for business 
users. The notebook features multiple connectivity options 
and ports, HP Face Recognition, and HD playback. 



Lenovo IdeaPad U1 Hybrid 

Upcoming (Summer 2010) I www.lenovo.com 

The IdeaPad Ul is the market's first hybrid notebook. That 
is, one with a detachable screen (slate) that can be used as 
a separate tablet PC. The idea is that the tablet will be used 
mainly as an Internet device, media player, and ereader. 
Specs listed here are for the notebook. 




Toshiba Satellite Pro L450 

$699 I laptops.toshiba.com 

A recent addition to Toshiba's business notebook line. The 
price and specs listed here are for the high-end L450-EZ1543. 
This model includes three USB 2.0 ports, a battery that lasts 
up to 3.38 hours per charge, and recovery media for Win- 
dows 7 Professional (usable if you upgrade). 



Sony VAIO W Series 

$449.99 I www.sonystyle.com 

Sony's VAIO W Series notebooks are ultraportable. With 
Wi-Fi and built-in mobile broadband from Verizon Wire- 
less (optional), the W Series keeps you connected. Business 
users note that you can upgrade the OS to Windows 7 
Professional for an extra $199.99. 




HP EliteBook 8440w Mobile Workstation 

$1,425 I www.hp.com 

Billed as "business-rugged for every endeavor," HP's Elite- 
Book offers a variety of component combinations and fea- 
tures a sturdy design and long battery life. The 8440w is the 
workstation model, made with business users in mind. This 
model is upcoming; specs listed are for the best options. 



Specs 

Operating System: Windows 7 Professional 

Processor: 2.4GHz Intel Core i5-520M 

Memory: 2GB DDR3 SDRAM 

Storage: 250GB SATA drive; DVD-R 

Wireless: 802.1 1 b/g/n; Bluetooth 

Other Features: Lenovo Enhanced Experience 1 

Windows 7 for faster startup and shutdown 

Screen Size: 14.1 inches 

Weight: 5 pounds 



Specs 

Operating System: Windows XP/7 and Linux optioi 

Processor: 1.66GHz Intel Atom N450 

Memory: 1GB DDR2 SDRAM (2GB optional) 

Storage: 160GB SATA (larger drives and 80GB SSD opti 

Wireless: 802.11 b/g/n 

Other Features: Ethernet port; 3 USB 2.0 ports; Seci 

Digital slot 

Screen Size: 10.1 inches 

Weight: 2.6 pounds 



Specs 

Operating System: Windows 7 Premium/Sl3 

Processor: Intel Core 2 Duo 

Memory: 4GB DDR3 SDRAM 

Storage. 128GB SSD 

Wireless: 802.1 1a/b/g 

Other Features: Built-in Web camera; 10 ho 

life (8 hours for slate) 

Screen Size: 1 1.6 inches 



Specs 

Operating System: Windows XP Profession 
Processor: 2GHz Intel Core 2 Duo T5870 
Memory: 4GB DDR2 SDRAM 



Storage: 320GB SATA drive; DVD Super A 

Wireless: 802.1 la/b/g/n 

Other Features: Memory card reader; bi 

camera; HDMI port 

Screen Size: 15.6 inches 

Weight: 5.86 pounds 



Specs 

Operating System: Windows 7 Starter Edition 

Processor: 1.66GHz Intel Atom N450 

Memory: 1GB DDR2 SDRAM 

Storage: 250GB drive 

Wireless: 802.11 b/g/n 

Other Features: WXGA widescreen display; camera 

microphone; 8 hours maximum battery life 

Screen Size: 10.1 inches 

Weight: 2.96 pounds 



Specs 

Operating System: Windows 7 Professional 64-I 
Processor: 1.73GHz Intel Core i7-820QM 
Memory: 8GB DDR3 SDRAM 



Other Features: 256GB SSD and HP Mobile Br< 



Screen Size: 14 inches 
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TechWatch 



Wholesale Applications Community 



The killer app(s) for smartphones is 
the apps. If smartphones drive our 
mobile experiences, then it's the apps 
that let us go the extra mile whenever we 
want and wherever we are. To date, how- 
ever, the top smartphone platforms force 
their respective users to access six separate 
walled gardens (the Android Marketplace, 
Apple App Store, BlackBerry App World, 
Nokia Ovi Store, Palm App Catalog, 
and Windows Marketplace for Mo- 
bile) to download and install compat- 
ible applications. But all that will change 
if the WAC (Wholesale Applications Com- 
munity) gets its way. The recently forged 
alliance between telecommunications com- 
panies, a handful of device manufacturers, and the GSMA 
(Global System for Mobile Communications Association) hopes 
to knock down those walls and create an open and platform- 
agnostic applications marketplace. 

The WAC consists of hardware manufacturers and telecoms, 
including America Movil, AT&T, China Mobile, LG Electronics, 
NTT DoCoMo, Samsung, Sony Ericsson, Sprint, T-Mobile 
(Deutsche Telekom), Telefonica, Verizon Wireless, Vodafone, and 
other overseas telecoms as well as the GSMA, which is dedicated 
to supporting the GSM mobile telephone system. All together, 
members of the alliance account for more than 3 billion mobile 
phone users. According to the International Telecommunication 
Union, there were just 4.6 billion mobile subscribers in the world 
at the end of last year. At the 2010 Mobile World Congress in 
February, the WAC announced its formation and revealed that its 
primary goal is to deliver a wide range of applications and ser- 
vices to as many mobile phones as possible. 



Five Reasons To Watch WAC 



Users will be able to get their apps from one store, 
regardless of operating system 

Developers can submit their apps for approval once 

Porting apps between phone platforms will be 
considerably easier 

Smaller developers can expect to spend less on 
development 

Carriers can focus on offering services and improving 
bandwidth 




The benefits of a unified one-stop-applications-shop for 
end users are obvious. Users could enjoy a larger selection of 
apps, faster access to apps and updates that only need to be 
approved once, and lower prices due to increased competi- 
tion. But developers and mobile operators also have a lot to 
gain if the WAC gets what it wants. Developers will be able 
to devote fewer resources to creating multiple versions of the 
same app and reach a larger audience. Currently, developers 
need to approach each operator to make their apps available 
for that operator's customers. Although that's probably not a 
problem for large developers and publishers, it is a massive 
hurdle for small developers with limited budgets. Carriers 
and device makers also stand to benefit: The WAC would let 
them devote less of their budgets to maintaining proprietary 
storefronts and focus instead on improving services and 
boosting network bandwidth. 

Having access to just less than half of the world's population 
is a solid bargaining chip, but the WAC hopes to realize its 
lofty goals using a number of common-sense strategies. The 
initiative will rely on existing technical standards rather than 
attempt to hammer out new ones, which ensures that devel- 
opers creating applications for today's networks and APIs 
(Application Programming Interfaces) will be able to launch 
their apps on the WAC's storefront with little additional ex- 
penditure. JIL (Joint Innovation Lab), a mobile Internet services 
venture, and OMTP's (Open Mobile Terminal Platform) 
BONDI API are the technical backbone of the WAC, but the 
group will craft a single standard from the two within a year. 
By then, the WAC hopes to have a single standard that lets de- 
velopers easily port their apps across all mobile platforms. 

by Andrew Leibman 
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Energy-Conscious Tech 



The electronic devices that make our lives easier also produce some unwanted side effects on the environment. Fortunately, many consumer 
electronics manufacturers are now making products that keep us productive and lessen our device's energy demands. 
Read on as we uncover some of the newest environmentally friendly technology available. 

- TRenoneT 

by Nathan Lake 



14* Jfr. 




Trendnet's GREENnet Technology 



Trendnet (www.trendnet.com), a popular manufacturer of networking equipment, announced its 
newest line of GREENnet products, which can reduce the power consumption for your networking 
hardware by as much as 70%. GREENnet routers and switches will reduce power to an Ethernet port 
if they detect it isn't in use. The devices can also detect cable length and adjust power accordingly. 
Finally, all the GREENnet devices offer a standby mode that cuts down the energy necessary to operate when not in use. 
GREENnet technology is available in both consumer and business networking equipment. 



Biodegradable iPhone Cases 

Designed for iPhone 3G and 3GS models, Innovez's ecovez cases ($29.95; www 
innovezcases.com) are made with EcoPure, which is a transparent plastic that is 
100% organic and will only break down once it is placed in a highly microbial envi- 
ronment, such as a landfill. 

The plastic will then turn into soil, unlike traditional fossil fuel plastics. And com- 
pared to bio-plastics made of renewable raw materials, such as corn or sugar cane, 
Innovez's cases offer an infinite shelf life that can maintain the high-strength plastic 
form. The case's design gives you access to all iPhone buttons and ships in eco- 
friendly biodegradable packaging. The ecovez is 
available in a variety of colors. 




\ 




Surge Protection 
& Energy Saver 

When connected to your typical desk or home-theater setup, TrickleStar's TrickleStrip (prices 

vary by model; www.tricklestar.com) can help you conserve energy and save money on energy costs. The 

TrickleStrip provides six outlets and offers a $50,000 connected device warranty. Plug your PC or television into the Control 

outlet, and the TrickleStrip senses whether the device is on or off to reduce standby power. There are three Switched outlets that 

are on or off based on the power state of the device in the Control outlet. Plug your devices that need constant power, such as a 

router or a DVR, into any of the two Always On outlets. 
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The Newest Netbooks 

Do They Have What It Takes 
For Business? 



The popularity of netbooks 
has been phenomenal. ABI 
Research claims 35 million 
shipped in 2009, and most analysts 
expect shipments to meet or exceed 
that in 2010. It's easy to see why 
netbooks are such a huge hit for 
home users. If you mainly use a 
computer for surfing the Web and 
maybe some basic word processing, 
the netbook's combination of low 
weight, small size, and affordability 
could amount to a perfect fit. Bus- 
iness users, on the other hand, need 
a degree of computing muscle, long ^^bbb^^^^ 
battery life, and versatility. Early 

netbooks offered little in any of those critical areas other than bat- 
tery life, but today's netbooks are better in every regard and make 
for handy little road warriors when doing business away from 
your main PC. 

Processors 

Of all the changes made to netbooks since their debut, CPU im- 
provements have made the most dramatic difference in terms of 
performance. Intel's popular Atom platform has evolved from 
early incarnations that choked on HD video and other CPU-inten- 
sive tasks into the most modern N400 series, 
which handles those tasks with aplomb. At the i — 
time of this writing, netbooks with the 1.66GHz 
N450 processor, such as the MSI Wind U160 
($429.99 base price; www.msimo 
bile.com), had just appeared, and 
those using the slightly faster 
1.83GHz N470 were just around 
the corner. 

AMD also has an Athlon/ 
Turion Neo series of netbook 
processors that entered its sec- 
ond generation in 2009 with the 
dual-core 1.66GHz Athlon Neo 
X2 and dual-core 1.66GHz Turion 
Neo X2 lines. Although these ap- 
pear in only a few netbooks and 
use more power than the Atom line, they might be exactly what 
you need if you value performance over battery life. 

The CPUs discussed here are specifically designed for net- 
book use. If you want greater performance while sacrificing 







HP's Mini 311 series 
($399.99 base price; 
www.hp.com) 
incorporates a 
Broadcom Crystal 
HD video processor 
for smooth video 
that doesn't tax the 
main processor. 



portability and battery life, other mobile processors, such 
as certain models in Intel's Core 2 Duo line, are also avail- 
able in some netbooks. 



Displays & Video Hardware 

The netbook's diminutive size is a major selling point, but 
that comes at a price, as the display can only be as large as 
the netbook's lid. It's no fun working on a spreadsheet when 
you can only see a few cells, but modern netbooks get 

around this limitation by 



Intel's N450 and 
offer much extra 




offering higher resolutions 
than did their predecessors. 
Resolution is the mea- 
sure of horizontal pixels 
(picture elements) and ver- 
tical pixels that are individ- 
ually lit and colored to 
produce the images and 
video you see on the screen. 
Higher resolution means 
more pixels, which trans- 
lates into finer detail and 
the ability to squeeze more 
onto the screen. For example, a typical resolution 
for older netbooks is 1,024 x 600, while a modern 
notebook can offer a resolution of 1,366 x 768. That 
extra width is great for working in spreadsheets or making it 
easier to switch between two applications (such as a Web 
browser and word processor), while the extra height makes 



N470 netbook chips don't 
performance relative to 

preceding chips, 
but can squeeze 
more battery life 
out of a netbook 
thanks to their 
energy-efficient 
design. 
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it much easier to read long emails and other 
documents without having to scroll as much. 

An increasing number of netbooks also 
have displays lit using LEDs instead of fluo- 
rescent lights, improving battery life be- 
cause LEDs consume relatively less power. 
Touchscreens are also beginning to pop up 
on an increasing number of netbooks like the 
Asus Eee PC T101MT ($499; usa.asus.com), 
and most of them have swiveling screens that 
let you use the netbook as a multitouch- 
enabled tablet. 

Video hardware has also improved, with 
an increasing number of netbooks employing 
more powerful GPUs (graphics processing 
units) like the Nvidia Ion. These separate 
GPUs handle video, freeing the CPU to focus 
on other tasks, and are available in higher- 
end netbooks like the HP Mini 311 series 
($399.99 and up; www.hp.com). Broadcom's 
Crystal HD video accelerator chip that allows 
for smooth HD playback on a netbook is an- 
other hot commodity these days, available in 
products like the Asus Eee PC 1005PR (price 
to be determined; www.asus.com). 



HDD vs. SSD 

Most netbooks come with ample storage 
space via standard HDDs (hard disk drives), 
leaving plenty of room for large files such as 
video presentations. Some netbooks are also 
available these days with optional SSDs 
(solid-state drives). These have no moving 
parts so are more durable than HDDs (which 
use spinning data platters that are read by 
fragile magnetic heads), and the latest 
models offer dramatically faster performance 
than do HDDs. The downside is that SSDs 
cost significantly more than HDDs for dra- 
matically less storage capacity, but prices are 
falling and capacities are rising as SSDs in- 
crease in popularity. 

Battery Life 

One side benefit of the smaller screens and 
generally less powerful components in net- 
books compared to laptops is that netbooks 
allow for longer battery life. Some newer 
models, including the Acer Aspire One 
A0532H ($299.99; www.acer.com), equipped 
with a 6-cell battery, can last up to 10 hours 
on a charge. Note that battery performance 



for any netbook varies dramatically de- 
pending on what you use the computer for 
and how it is configured. A netbook playing 
HD video on a screen running at full bright- 
ness might only last a few hours, while the 
same netbook used for word processing with 
the wireless radio turned off and the screen 
dimmed could last all day. 



switches between the powerful, discrete Ion 
GPU and the netbook's less power-hungry in- 
tegrated GPU, depending on the type of task 
running. This greatly extends battery life by 
only using the Ion GPU when it is necessary. 
You should seriously consider this technology 
if you plan to work with any 3D applications 
or use the netbook to display HD video. 




The MSI Wind U230 ($479.99 base price; 
www.msimobile.com) uses a dual-core AMD 
processor for superior multitasking compared to 
most netbooks with single-core processors. 



Miscellaneous Components 

Most netbooks come standard with Web 
cams for videoconferencing, 802.1 In Wi-Fi for 
easy wireless networking, and Bluetooth sup- 
port for compatibility with a range of short- 
range wireless accessories. Some more recent 
netbooks come with newer tech such as inte- 
grated Clear WiMAX hardware so you don't 
have to use a USB stick or data card to access 
the associated mobile broadband service. 



Over The Horizon 

There are a few emerging technologies to 
look for in upcoming netbooks. One of the 
most exciting is Nvidia's latest version of its 
Ion GPU (often called the Ion 2), to be found in 
future netbooks including the Acer Aspire One 
532G and ASUS 1201PN (pricing to be deter- 
mined). The new Ions incorporate Nvidia's 
Optimus technology, which automatically 



Although Intel hasn't officially announced 
anything as of press time, it is expected that 
the company will release an N500 series of 
netbook processors that might have dual 
cores like the latest AMD netbook offerings. 
This would make the processors faster at mul- 
titasking than Intel's current single-core net- 
book chips. 

USB 3.0, the latest version of the USB stan- 
dard that is used by most wired peripherals, 
operates up to 10 times faster than does USB 
2.0 and is backward-compatible with the ear- 
lier USB standards. ASUS has promised its 
Eee PC netbooks will start shipping with USB 
3.0 standard in the future, and other manu- 
facturers are likely to incorporate it, as well. 

Even without all of these emerging tech- 
nologies, it doesn't take much effort these days 
to buy a netbook that lets you power through 
some meaningful work, and all in a travel- 
friendly form factor for a budget-friendly price. 
by Tracy Baker 
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Today s Mobile Platforms 
It's A Multiplayer Game 

The smartphone revolution that Apple, BlackBerry, and 
Microsoft wrought is far from a settled war. Not only have 
Samsung, Nokia, Palm, and Qualcomm decided to get into 
the advanced mobile operating system game, but even the 
iPhone/ BlackBerry /Windows Mobile triumvirate is in flux. New 
versions of each of those old standbys are in the wings. With such 
a constantly evolving environment, business users on the prowl 
for a new smartphone could use a cheat sheet of what is available 
in this new multiplayer game and what is coming down the pike. 

The Old New Guard 

BlackBerry maker Research In Motion continues to garner the 
most smartphone subscribers (about 42%, according to comScore), 
and for good reason. For business, the OS handles push email and 
integration with an enterprise's messaging, contacts, and calen- 
daring (via Microsoft Exchange) exceptionally well. Numerous 
BlackBerry models are available across all major U.S. carriers 
and in models that support 



Microsoft's hotly anticipated revision 
smartphone OS, Windows Phone 1, is 
its own consumer-friendly, tile-driven 
the OS will re- 
tain its business 
acumen with an 
"Office Hub" for 
document man- 
agement and 
collaboration. 



touchscreens (the popular 
Storm) and the hard QWER- 
TY keypads many prefer. 

The BlackBerry OS is up to 
version 4.7 in some models, 
and RIM now supports an 
app environment open to de- 
velopment. But it is in the 
sluggish Web browser and 
sparse app support that many 
users find RIM lacking. A 
new Web browser based on 
the same Webkit platform that powers iPhone and 
Android is pending, and some developers are tar- 
geting business users with more apps. When it comes 
to hardware and network choice, however, RIM re- 
mains understandably attractive. 

The always sexy Apple iPhone (with 25% smart- 
phone market share) continues to have the obvious 
advantages of a massive development pool (140,000 
apps and counting), superb Web browsing, and a 
user interface everyone else is chasing. For business, 
the downsides remain challenging. Many IT man- 
agers dislike its choppy integration with Microsoft 
Exchange and are concerned over security issues. 
Some of these issues are being addressed with a new 
AT&T Workbench solution that is promising better 
encryption and enterprise control over app distribu- 
tion and remote data lock/wiping. 

Still, until Apple branches out to new networks, the iPhone suf- 
fers from its reliance on AT&T's less extensive 3G coverage. The 



1 



to its flagging 
developing 
interface. But 
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phone also lacks multitasking, and this touchscreen-only OS 
is more focused on media consumption than it is on editing 
and managing office documents. The iPhone 4.0 OS is ru- 
mored to be coming this summer, so let's hope for more 
business versatility. 

Microsoft's Windows Mobile is in version 6.5 and has seen 
its market share decline to 15% as everyone seems to be 
waiting for the holiday release of Windows Phone 7 Series. 
Despite many complaints about Windows Mobile working 
too much like a desktop OS, the QWERTY keypad UI and 
Office compatibility always helped the OS excel at document 
creation /management and integration with Exchange. While 
the upcoming WP7 appears to be aimed more at consumers 
with touchscreen UI and "hubs" for messaging, social media, 
and apps, the company is still promising business support. 
Look for more information from Microsoft soon about the 
WP7 "Office Hub," which will emphasize the OneNote and 
SharePoint platforms to manage collabo- 
ration and Office documents but in a 
much cooler interface. 

As for Palm, while its webOS has 
proven a disappointment in the 
market, it does have some distinct 
advantages for business users. 
Available now on both Sprint and 
Verizon networks, the Palm Pre 
and Pre Plus have excellent multi- 
window multitasking and very 
snappy browsing capabilities. 
Its Synergy feature integrates 
contacts and messaging across 
Outlook/Exchange, Linkedln, 
Facebook, IM, SMS, and calen- 
daring with rare seamlessness. 
App support continues to be 
weak, however, but the webOS 
uses a cloud-based syncing and 
backup model that eliminates the 
pesky desktop syncing of old. 

New Old Kids 

Samsung has been a perennial 
maker of affordable handsets, and 
with the upcoming bada OS, it is 
promising less expensive "smart- 
phones for everyone." Samsung says starting price points will 
come in below those of current Android phones, and the com- 
pany hopes an open app platform will give developers a huge 
worldwide base for software development. 





* 
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The Samsung bada OS is trying to bring smartphone 
functionality such as touchscreens, an open app 
platform, and Web browsing to more 
affordable phones. The Wave is the first bada 
smartphone and is already available overseas. 



The bada OS will work across only new 
models of touchscreen Samsung handsets the 
company plans to launch yet this year, 
starting with the Wave S8500. In addition to 
cost savings and a large potential base, bada 
is promising support for Flash (something 
the iPhone OS and mobile Windows OSes 
lack) and a speedy new browser using the 
same Webkit platform that Android and the 
iPhone use. It will also support a wide array 
of phone sensors, from accelerometers to fa- 
cial detection technology. 

Samsung is looking to inspire an app uni- 
verse with more contextually aware apps that 
can accept different types of visual and geo- 
location inputs. Also, the social integration will 
be supported by an OS that lets apps access so- 
cial profiles, schedules, and your social graph 
and share information across different apps 
and with location-aware services. Bada has yet 
to show its face in the market, so it is too early 
to tell how it will fare for business uses. But 
Samsung's market penetration and low pricing 





could make this 
an affordable OS that 
spreads the smartphone to 
new audiences. 

With about 9% of the smart- 
phone OS market and growing fast on 
the heels of the Motorola Droid and Google 
Nexus One, the Android OS may be en- 
joying its year in the sun. Version 2.1 
shipped with the Nexus and is being rolled 
out selectively to other models. One of the 
downsides of the open-source OS is its 
openness. Because every hardware vendor 
and network that adopts Android is free to 
tweak the platform, compatibility of all 
apps and upgrades across all phones is not 
assured. As a young OS, Android, like the 
iPhone OS, has not proven it integrates with 
enterprise infrastructures and meets secu- 
rity needs as well as the BlackBerry and 
Windows Mobile OSes do. 

Nevertheless, the Android 2.1 upgrade has 
some sweet enhancements. Voice commands 
and voice input are now available wherever 
there is a text input box. And messaging can 
now handle multiple email accounts in a single 
inbox, while the phonebook now can aggre- 
gate contacts and contact photos from multiple 
sources, including Facebook. While it is still 
evolving as a potential enterprise-level smart- 
phone platform, Android's app Marketplace 
already boasts more than 30,000 programs, and 
its legendary openness seems to ensure that 
the OS will be available on almost all major op- 
erators in the near future, giving shoppers a 
wide choice of handsets and networks. 

But wait, there is more. Qualcomm, which 
in the U.S. market had once powered much 



The Android OS comes in several iterations often 
tweaked by the hardware developer and the network 
on which it runs. The Google Nexus One is the new 
flagship model, sporting an Android 2.1 version that 
supports voice-to-text input throughout the interface. 



of the Verizon handset fleet with the 
Brew OS, is launching Brew MP (Mobile 
Platform). Like Samsung's bada, Brew MP is 
designed to open up smartphone function- 
ality such as Web browsing and a 
more robust downloadable app 
environment to users of 
lower-end phones. 
While the only 
Brew MP phone 
so far is an initial 
HTC Smart model 
available overseas, Veri- 
zon has announced it will mi- 
grate from its current support of 
Brew 3.1 to Brew MP 1.0 in North America, 
and AT&T announced it will support the 
upcoming OS on some devices later in 2010. 
Qualcomm is promising "high-end fea- 
tures" such as email and touchscreen sup- 
port on both affordable 3G smartphones 
and feature phones. An open development 
platform will make downloadable apps ac- 
cessible to a broader audience. While there 
are few details about what specific features 
and apps will be available on Brew MP, we 
do know that the Opera Mobile 10 browser 
will be preinstalled on many units. First 
looks at the HTC Smart also suggest a 
highly customizable interface and quick ac- 
cess to Web-based social networks. Whether 
there is much in here for business users re- 
mains to be seen. 

Still More 

And it doesn't stop there. Everyone seems 
to want in on the smartphone OS act. The 
Symbian OS identified with Nokia phones 
went open source recently. Symbian 3 (in de- 
vices later in 2010) will be available to a 
wider range of handset makers, although the 
Nokia Ovi store will be one place the apps 
will live. The OS is promising HDMI output 
support, accelerated graphics, multitouch 
screens, and fast multitasking. 

Ultimately, the upcoming mobile OS game 
is just evolving, with bada, Brew MP, 
Symbian 3, and Windows Phone 7 Series 
serving as more of a collection of announce- 
ments and promises than real "right-now" al- 
ternatives. But they do suggest it is not just 
an iPhone /BlackBerry contest anymore. Let 
the smartphone games begin! 

by Steve Smith 



PC Today/ May 2010 19 




From malicious Facebook 
"fan sites," to Freecycle 
phishing emails, to ex- 
ploiting man's curiosity, to 
invading IT servers, cyber crim- 
inals are becoming more cre- 
ative than ever. Some threats 
are new twists on old games 
such as get-rich-quick schemes. 
Others are inventive strategies 
that capitalize on newer Web 



technologies, such as tweet- 
based (Twitter) Web scams. 

All of them, say experts, are 
becoming increasingly dan- 
gerous for users and the compa- 
nies that employ them. And 90 to 
95% of threats, according to Roel 
Schouwenberg, senior antivirus 
researcher with Kaspersky Lab, 
result directly from people surf- 
ing the Web. 



• Human Error 

One of the attackers' greatest 
assets is human vulnerabil- 
ity. David Emm, senior regional 
researcher for Kaspersky Lab's 
Global Research & Analysis 
Team, wrote in a recent white 
paper, "Humans are typical- 
ly the weakest link in any secu- 
rity system." 



Business users may look 
askance at that suggestion, point- 
ing to the up-to-date antivirus 
and firewall software on their 
notebooks. But experts note that 
you can't secure a person, and 
criminals exploit this fact. Take, 
for example, last year's Opera- 
tion Aurora, which began in 
mid-2009 but was not reported 
by targets until January 2010. 

Aurora was a series of so- 
phisticated, targeted cyber at- 
tacks against high-tech security 
and defense contractor firms. 
McAfee claimed the aim of Op- 
eration Aurora was to access, 
exploit, and potentially extract 
intellectual property (for ex- 
ample, source code) stored at 
these firms. Google publicly 
confirmed that some of its intel- 
lectual property had been stolen 
during an attack. 

Despite the complex nature 
of the intrusion, Operation Au- 
rora attacks began in a simple 
manner: through a link distrib- 
uted to a targeted user via email 
or instant message from what 
appeared to be a trusted source. 
When a user clicked the link, it 
transported him to a Web site in 
Taiwan that contained a mali- 
cious payload. That payload set 
up a back door that gave at- 
tackers full access to internal 
systems. Once compromised, 
the system tried to further pene- 
trate the network. 

Human gullibility was also 
at fault during a malicious Face- 
book hoax that exploded in De- 
cember 2009. Email messages 
warned Facebook users that 
the service would soon start 
charging fees and invited them 
to join a Facebook page pro- 
testing the action by Facebook 
developers. The group's Face- 
book site, which has since been 
taken down, contained certain 
elements that, when clicked, 
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would initiate a script that hi- 
jacked the user's computer. 

Similar attacks involving ev- 
erything from Freecycle pass- 
words to secret details about 
President Obama, Michael Jack- 
son, and anyone of intense public 
interest have circulated in the 
past year, snaring numbers of 
unwitting people in their traps. 

• Small Business, 
Big Target 

Dave Marcus, McAfee's di- 
rector of security research and 
communications, says SMBs 
(small and medium-sized busi- 
nesses) are especially at risk. 
"Those companies get the same 
threats an enterprise could pos- 
sibly get and are also subject 
to . . . consumer threats, as 
well," he says. "[In one place,] 
you have two ends of a very 
dangerous spectrum." 



there is something special be- 
cause bad guys have managed 
to hack into the site and add a 
piece of code. That code con- 
nects her computer to a mali- 
cious Web site." All this can 
happen, he says, while the office 
manager thinks she is reading 
the news. 

Schouwenberg says this type 
of risk (which he notes can be 
mitigated by moving payroll to 
a "simple, $500 machine") is 
wreaking havoc for SMBs. "Bad 
guys are intercepting online 
banking and making fraudulent 
transactions," he says. "Security 
has been reporting major losses 
from SMBs on a weekly basis — 
some are losing $100,000 to 
$200,000 and more." 

Jim McGregor, chief tech- 
nology strategist for research 
firm In-Stat, concurs, noting 
that government entities, such 




The U.S. has the highest concentration of PCs infected with all 
threats and the top three threats, despite the fact that these top 
threats vary in intensity elsewhere. (Courtesy McAfee) 



Schouwenberg says bad bud- 
get decisions on the part of 
business owners and IT staff 
can compound the problem. 
"The office manager does pay- 
roll on the same machine she 
uses for email and Facebook," 
says Schouwenberg. "She visits 
her favorite news Web site, but 



as municipalities, are also being 
targeted. "Any software can 
be hacked," says McGregor. 
"Users don't really understand 
the full potential of the threat. 
People who log on to their sys- 
tems to share video or what- 
ever are asking to get attacked." 
Schouwenberg adds, "People 



are talking about company 
structure and other things on 
Facebook that make a company 
more vulnerable to attack." 

• Mobile Magnets 

So what happens when the 
workforce goes mobile? "If you 
have a mobile workforce that 
[uses Wi-Fi] in Starbucks or 
wherever," Marcus says, the risk 
is even greater. "Risk elimination 
isn't possible," he says. "Unless 
you can pull up a report that 
says this device has this level of 
protection, then the device has 
no business on the network." 

"Everything that is Web- 
based, [users] are going to be 
subject to," he continues. "There 
is a huge Facebook scam right 
now. [Users get a message that 
says,] 'Hey, your Facebook ac- 
count has been reset. Please 
click this link and reset your 
password.' If they click the 
link," he notes, "a bot will in- 
stall itself on their machine and 
can take it over." 

Marcus says a bot of this type 
can be far more dangerous than 
many companies realize, espe- 
cially if they are in the IT or finan- 
cial services sectors or another 
heavily targeted industry. Pene- 
trating a computer, even one not 
connected to the company net- 
work at the time, might enable a 
criminal to discover the names of 
company employees and what 
kind of environment the com- 
puter runs. The attacker can then 
"use that information to target 
one of the company's machines 
where they have a high chance of 
being successful." 

• Storm Clouds Ahead 
The experts we spoke with 

agree there is also concern with 
the move toward cloud com- 
puting. "Everything is mov- 
ing toward the Internet," says 



McGregor. "Companies need to 
look for solutions that span not 
only their systems, but [also] the 
entire group of networks to 
which they connect. As we move 
to cloud-based services, it is a 
huge concern." 

As someone intimately ac- 
quainted with malicious threats, 
Schouwenberg outlines the threat 
starkly. "It is impossible for a 
virus maker to track these appli- 
cations because it is happening 
'in the cloud' and we cannot scan 
it," he says. "When Facebook 
asks you, 'Do you want to install 
this application?' and you say 
yes, Unknown.com is being pre- 
sented as Facebook.com and is 
making modifications to your 
system. That is a really dan- 
gerous situation for which we 
have no solution at the moment." 

• Global Problem, 
Global Solution 

McGregor and others say, 
eventually, it will require a 
global effort including Internet 
providers, data centers, portal 
hosts, and possibly national gov- 
ernments to control what Marcus 
calls the current state of "whack- 
ing moles." 

"These threats are now com- 
ing from very sophisticated 
environments, and from mili- 
tary adversaries such as North 
Korea," says McGregor. "Hack- 
ers are looking at bringing down 
entire networks. Imagine if 
50,000 bank accounts were com- 
promised, not from the banks, 
but from the user's PC. Imagine 
if somebody crashes one of the 
major financial markets. We have 
already gone through a global fi- 
nancial meltdown — imagine an 
Internet meltdown. The longer 
[this situation] continues, the 
worse the pain is going to be 
when it hits." 

by Jennifer Farwell 
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Free vs. Paid 

SECURITY SOFTWARE 



Do You Get What You Pay For? 



There may be no such as 
thing as a free lunch, 
but there is such a thing 
as free security software. In 
fact, the impressive collection 
of free programs available 
today spans a wide range of 
protection types, and these 
programs don't come with 
back-breaking hitches, for the 
most part. Still, selecting the 
right program for your envi- 
ronment, whether it's free or 
paid, can be a tricky affair that 
rides heavily on the inclusion 




or exclusion of certain features 
as well as other variables. 

• There's Value In Free 

The old adage "you get what 
you pay for" offers sublime wis- 
dom for customers of many 
products, but it doesn't neces- 
sarily hold true for antivirus 
programs. Free antivirus prod- 
ucts have long effectively pro- 
tected consumer PCs — perhaps 
surprisingly so, considering that 
these programs demand con- 
stant attention from vendors 
to remain effective. Yet despite 
the need for daily definition 
updates and other regular 
maintenance updates, Avira, 
AVG, Alwil Software, Micro- 
soft, and other vendors con- 
tinue to offer free programs that 
help computer users stay pro- 
tected against viruses, Trojans, 
and similar threats. 

How can these companies 
afford to give away perfectly 
useful antivirus software? The 
primary protection provided by 
free antivirus programs is similar 
(if not identical) to the protection 
found in paid versions of the 
software, 



but paid programs generally 
offer features that boost not only 
overall protection, but also pro- 
gram management, support, us- 
ability, and convenience. 

That's not to say that free an- 
tivirus programs are skeletal 
shells of their paid brethren; on 
the contrary, they deliver a wide 
range of highly functional secu- 
rity features. The most critical 
element in any free antivirus 
program is its virus engine, 
which generally is the same en- 
gine that vendors use in their 
paid products. As such, you 
likely will experience the same 
detection rates in the free and 
paid versions of an antivirus 
program as well as similar scan- 
ning times. For users who need 
basic protection, this is the most 
important feature, because if a 
program fails to catch viruses or 
takes too long to complete virus 
scans, it's not a good option. 

Most free antivirus programs 
provide real-time virus protec- 
tion and on-demand scanning. 
When you, or a running process, 
attempt to open a file or program 
on your computer, the antivirus 
program's real-time protection 

kicks in by comparing the 

file's code 



its virus engine, 

engine that vendors use 

in their paid products. 
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against its database of virus sig- 
natures. If it recognizes a virus 
pattern in the code, it warns you 
and provides protection options 
such as quarantining the file, pre- 
venting access, deleting the file, 
or ignoring the potential virus 
activity. This protection is crucial 
for most users because it serves 
as a stopgap between on-de- 
mand scanning sessions. 

On-demand virus scanning 
defines the process of manually 
instructing the antivirus program 
to scan your computer for virus- 
es. The scanning features includ- 
ed with today's most popular 
free antivirus programs are quite 
robust, provided you take the 
time to learn the software. For 
example, the Avira AntiVir 
Personal (www.free-av.com) of- 
fers just a handful of scanning 
options in its default mode, but 
its Expert mode opens the door 
to a range of tweaks. In Expert 
mode, you can select whether to 
scan drive boot sectors, check the 
integrity of system files, or scan 
master boot sectors. Further, 
you can change the detection 
levels, add files to be omitted 
from scans, and tweak options 
for archive scanning. 

Similar options exist for the 
free program's real-time virus 
protection as well as for general 
program options, such as up- 
dates, sound alerts, and logging. 
Further, the program also lets 
you select "extended threat cate- 
gories" to be protected, such 
as adware, back-door clients, 
dialers, double-extension files, 
fraudulent software, unusual 
runtime compression, and 



others. Such levels of flexibility 
can provide basic users with 
most of the power required to 
create an antivirus protection 
scheme that works well for their 
particular environments, but 
there remain features in paid 
products that can nonetheless 
push basic and other users to 
search beyond the free options. 

• The Paid Argument 

Although the feature set in- 
cluded with the average free an- 
tivirus program is impressive, it 
doesn't quite compare to what 
is included with paid antivirus 
software. For home users, these 
additional features might not 
have enough value to justify 
paying for antivirus software, 
but for small and medium-sized 
businesses, the extra protection 
and other additions are often 
worth the price (if not outright 
required, as we'll discuss later). 

As computer hardware and 
software evolve along with the 
saturation of broadband-level 
Internet connections, the sophis- 
tication level of viruses, Trojans, 
and other threats continues on an 
upward path. Even the best an- 
tivirus software companies can't 
provide definitions for previ- 
ously undetected viruses, so they 
instead employ behavioral detec- 
tion techniques that spot viruses 
or virus-like activity based on 
certain code-related behaviors. 
These techniques are often 
touted by antivirus vendors as 
unique to their paid software. 
However, even while some 
antivirus companies use behav- 
ioral detection as a selling point 



for their premium products, be- 
havioral (or heuristic) scanning is 
included with many free anti- 
virus programs. For example, 
Avira's AntiVir Premium (price 
varies) includes AntiVirProActiv, 
which detects unknown viruses 



gj Avira AntiVir Persor 



'///Avira AntiVir Personal 



by behavior, but AntiVir Per- 
sonal includes AntiVir Ahead 
technology, which also detects 
unknown viruses. 

Make no mistake, though: 
There are other program-spe- 
cific functions included only 
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Although advanced options might not be readily apparent in free 
security software, a little digging goes a long way to unlock settings 
that can help customize programs for your particular environment. 
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Antivirus vendors often tout advanced behavioral analysis as a feature 
unique to paid versions of their software, but free versions generally 
also contain behavior-based, or heuristic, detection techniques. 
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with paid versions. These can 
include antiphishing technol- 
ogy, Web protection that pro- 
tects users against malicious 
Web sites, command-line scan- 
ning, email protection (inbound 
and outbound), rootkit protec- 
tion, and protection against 
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On paper, the feature 
differences between free and 
paid versions of a vendor's 
security programs can appear 
striking. Still, keep in mind that 
the most critical component 
of antivirus and similar security 
components is the engine, 
which is generally identical 
between products. 



malicious downloads. Some 
paid programs also include 
sandbox technologies that let 
you open potentially malicious 
files or programs without the 
threat of them harming your 
host environment. Further, 
some vendors provide updates 
for their paid software on 
servers that are faster than 
the updates available for their 
free software. 

For business users, one of 
the more pressing concerns is 
product support, and there's a 
difference when it comes to free 
and paid antivirus programs. 
Some vendors, such as Avira, 



If you are hoping 
to speak with live 
tech support repre- 
sentatives for your 
free security program, 
you might be out of 
luck. Most vendors of 
free security products 
point you to their 
forums and similar 
online resources 
for support. 
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offer support across all of their 
products (free or paid), but 
others provide free technical 
support only with certain prod- 
ucts. For instance, AVG (www 
.avg.com) provides free tech- 
nical assistance with AVG 
Internet Security ($54.99; bun- 
dles antivirus, firewall, 
and antispam), but it 
doesn't provide that perk 
with the paid or free ver- 
sions of AVG Anti- Virus. 

For most users, an- 
tivirus software requires 
little maintenance or at- 
tention, but many prob- 
lems are no small matter, 
particularly for business 
users who often have 
sensitive data to protect. 
When there's a problem 
with virus protection, 
business users often 
don't have time to search 
through countless FAQs or 
other text-based listings on the 
vendor's Web site or to post a 
question on a Web forum and 
wait for answers. With this in 
mind, business users are well- 
advised to determine not only 
if an antivirus product includes 
support, but also what that 
support entails. Is the support 
email only? Live chat? Toll- 
free phone? 

Differences also exist within 
business lines of antivirus prod- 
ucts, and those differences can 
be difficult to navigate. The 
Symantec Protection Suite for 
Small Businesses (price 
varies; www.symantec 
.com) includes antivirus 
(including Mac support) 
and antispyware protec- 
tion, intrusion preven- 
tion, content filtering/ 
compliance, and general 
exploit blocking, but 
the enterprise version of 
the software tacks on 
device /application con- 
trol, antivirus for Linux 



and mobile platforms, net- 
work access control, and 
spam filtering. 

Antivirus technology has 
also entered the SaaS (software 
as a service) realm, where busi- 
nesses rely on service providers 
to handle certain antivirus- 
related tasks. The simplified 
deployments and overall main- 
tenance structure of SaaS an- 
tivirus environments in turn 
diminish the need for dedicated 
security personnel — as long as 
the system administrator or 
other IT staff can handle basic 
duties. For example, with 
McAfee's Total Protection Ser- 
vice (starts at $34.98 per year; 
www.mcafee.com), adminis- 
trators can use a Web-based 
console to handle installation, 
reporting, and updates and per- 
form tasks such as setting poli- 
cies, scheduling reports, and 
running scans. 

• More Free Options 

Other free programs that 
target spyware and other mal- 
ware types offer the same im- 
pressive breadth of security 
delivered by free antivirus soft- 
ware. In fact, some of these free 
programs stretch broadly into 
the antivirus realm, detecting 
Trojans, worms, and other mal- 
ware varieties that were once 
handled almost exclusively by 
antivirus software. In turn, these 
programs add another layer of 
support on top of antivirus 
that's ultimately required by 
most heavy Internet users. 

Whereas early antispyware 
programs rooted out only 
spyware, including intrusive 
cookies, today's programs take 
protection several steps beyond 
that level. SuperAntiSpyware 
Free (free; www.superantispy 
ware.com), for instance, de- 
tects and removes spyware, ad- 
ware, malware, worms, Trojans, 
key loggers, dialers, hijackers, 
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and other threats. On the down- 
side, you'll need the premium 
Super- AntiSpyware Pro ($29.95) 
for real-time malware protec- 
tion, because the free version 
includes only on-demand scan- 
ning. However, Lavasoft Ad- 
aware Free (www.lavasoft.com) 
includes basic integrated real- 
time protection, along with 
several types of heuristic threat 
detection and an email scan- 
ner. Like paid antivirus applica- 
tions, paid spyware software in- 
cludes technical support, unlike 
the free versions. The paid ver- 
sions of most antispyware pro- 
grams also include automatic 
updates, scheduling, and 
Registry protection. 

Yet another category of secu- 
rity software is anti-malware, 
which blurs the line between an- 
tispyware and antivirus. Many 
users don't rely on anti-malware 
products as their primary se- 
curity program but instead as 
another tool in their overall soft- 
ware security arsenal. Products 
such as Malwarebytes Anti- 
Malware ($24.95; www.mal 
warebytes.org) and Emsisoft 
a-squared Anti-Malware (starts 
at $40 per year; www.emsisoft 
.com) often prove particularly 
useful in removing stubborn in- 
fections that free antivirus or 
antispyware programs typically 
can't remove. Not surprisingly, 
the free versions of these pro- 
grams provide just basic scan- 
ning, leaving advanced features 
such as background protection, 
scheduling, and automatic up- 
dates to the paid versions. 

• Read The License 

The lure of free security soft- 
ware is undeniable for most 
users, especially because free an- 
tivirus and other anti-malware 
programs provide enough basic 
security to fend off most (if not 
all) common threats. Unfortu- 
nately, business users generally 



don't have the freedom to choose 
between free and paid security 
programs because most free pro- 
grams strictly allow only for pri- 
vate, noncommercial use. 

If you're in doubt about 
whether a free antivirus or other 
security program allows com- 
mercial use, carefully read the 
license agreement that comes 
with the program. In these agree- 
ments, you'll usually find that 
there's almost no leeway for 
commercial use, regardless of 
how many employees your busi- 
ness has or what exactly it is that 
your business does. For example, 
the license agreement for Avira 
AntiVir Personal warns not only 
that the program "may not be 
used for commercial or profes- 
sional purposes," but also that 
"educational establishments and 
nonprofit making organizations 
are deemed to be commercial 
or business organizations." And 
the terms don't end there: If you 
plan to use this free program in 
your home office, you're out of 
luck in that situation, as well. 

Although strict licensing 
terms such as these tightly bind 
the use of free programs, don't 
let them discourage you from 
using free programs to gauge 
the general feel and effective- 
ness of various security prod- 
ucts—just make sure to install 
and use the programs on your 
personal, nonbusiness com- 
puter. Again, because free secu- 
rity programs usually employ 
the same engines used in the 
premium versions of the prod- 
ucts, they can serve as useful 
starting points for testing. Also, 
keep in mind that some security 
vendors offer fully functioning 
demos of their premium prod- 
ucts, which can be useful for 
testing the products in your 
business production environ- 
ment. If you're unable to locate a 
demo version — the Web sites of 
larger vendors can be difficult to 
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Free antispyware software such as SuperAntiSpyware delivers a robust 
set of options for scanning, including the ability to ignore certain types 
of files and automatically close browsers before scanning. 
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Looks can deceive: While Malwarebytes' free anti-malware program 
includes a tab for the company's protection module, the feature is 
actually disabled. However, disabled features can nonetheless give 
you an idea of what's available if you pony up the cash. 



traverse — contact the vendor 
and ask if there's one available 
for a particular product. 

• Suite Sweets 

Due to the ever-increasing 
landscape of computer-based 
threats, it's becoming tougher to 
justify using only an antivirus 
program. Antispyware and anti- 
malware software are solid sup- 
plements to any security strategy, 
but their integration can also in- 
crease the time spent managing 
all of these disparate programs. 
To help reduce administration, 
many businesses now use secu- 
rity suites from single vendors 
that encompass all security threat 



variants in one package that's 
easier to configure, update, and 
schedule. For users who pass the 
licensing muster, free security 
suites are also now available, in- 
cluding Microsoft's impressive 
Security Essentials. 

Whichever path you choose — 
a suite or separate components — 
be sure to spend plenty of time 
testing demo versions of soft- 
ware from different vendors. 
Although you might be comfort- 
able with the first free or paid 
product you try, the next one in 
line might have features that 
mesh better with your environ- 
ment and usage habits. 

by Christian Perry 



PC Today/ May 2010 25 



BACKUP i 
& RECOVER 
FOR BUSINE 

Use It Or Lose It 



IS 



We all know how im- 
portant it is to back 
up our data on a reg- 
ular basis. We've heard the 
horror stories time and again. 
Yet many of the individuals 
who are responsible for their 
company's network, computer 
systems, and data put off 
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Acronis True Image Home 2010 ($49.99; www.acronis.com) is an 
imaging system that lets you create exact copies of a hard drive 
and restore them at any time. True Image 2010 can also create 
bootable images, so you can restore your system without having 
to first install an OS. 



developing a comprehensive 
backup strategy, not because 
they think there's no need, but 
because there's always some- 
thing more pressing to accom- 
plish. In the meantime, they 
urge the rest of the staff to per- 
form their own backups. If 
that's how your business oper- 
ates, you're tempting fate. It's 
time to sit down and get serious 
about backups. 

• The Basics Of Backup 

Business backups have tradi- 
tionally been a time- and labor- 
intensive process. A typical 
routine was to back up every- 
thing to tape or other media on 
a nightly schedule, store the 
backup in a secure offsite loca- 
tion, and repeat the process the 
next night. There are, of course, 
a wide number of variations of 
this simple scheme: multiple 
and weekly sets; full, incre- 
mental, differential, and archi- 
val backups; and the list goes 
on. The important thing was 



that the backup strategy al- 
lowed a business to recover its 
data within a 24-hour window. 

Today, backups are a bit easier 
to perform. Not only are they 
faster, they can be performed 
continuously, allowing a business 
to recover data that may only be 
a few minutes old. Tape-based 
backup hardware and software 
are still around, but hard drive- 
based systems are now the norm 
for most businesses. 

• Backup Types 

Regardless of the storage 
media you choose, there are a 
few general backup types. 

Full. A full backup is a copy 
of all of the target files stored 
on your computer. Target files 
can be all the information on 
your computer or just a subset 
you select, such as all of your 
documents. 

Incremental. An incremental 
backup works in combination 
with a full backup. Incremental 
backups only copy data that has 
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changed since the last full or in- 
cremental backup. The advan- 
tage is that incremental backups 
reduce the amount of data that's 
stored. The disadvantage is that 
you need both the full backup 
and any incremental backups 
made between the time the full 
backup was made and the de- 
sired restore date. 

Differential. Similar to in- 
cremental, a differential back- 
up works in conjunction with a 
full backup, but only stores 
files that have changed since 
the last full backup. This means 
that restoring from a differen- 
tial set will never require more 
than the original full backup 
and a single differential. The 
disadvantage is that each dif- 
ferential backup stores more 
data, so each backup takes 
longer and longer. 

Continuous. Sometimes 
called a real-time backup, a con- 
tinuous backup copies every 
change made to the file system. 
One advantage is that there's no 
schedule. The backup is done in 
real time while your computers 
are in use. Another advantage is 
that you can restore to any 
point in time from the mo- 
ment you started the 
backup process. You can, 
for instance, restore a proj- 
ect to the state it was in 
last Monday as easily as 
the state it was in just one 
hour ago. 

Pseudo-continuous. 
The pseudo-continuous 
backup is similar to con- 
tinuous, but either the 
backup or the restore is 
limited to specific slices in 
time. For example, the 
backup may occur every 
three minutes or three hours; a 
restore is limited to the same 
time increments. Pseudo-contin- 
uous backups operate in real 




The Mercury 

Elite-AL Pro Qx2 from 

Other World Computing 

($1,079.99; www.otherworldcomputing.com) is a 4-bay external hard 

drive with support for RAID 0, 1, 5, and 10. The storage device can be 

attached to desktops or servers via eSATA, FireWire, or USB and is 

available in sizes from 2 to 8TB. 



time, so you can continue 
working on your systems. 



• Storage Types 

There are several types of 
storage available to suit a va- 
riety of business backup needs. 

Tape. Long considered the 
standard backup media, tape is 
often used for full plus incre- 
mental, full plus differential, 
and standalone full backups for 




Acronis Snap Deploy for Servers ($121 per 
license) lets you boot any PC and restore across 
your network from the Snap Deploy server. 



archiving. Tape drives can be 
expensive, but the media can be 
less expensive on a capacity 
basis than most other formats. 



Tape doesn't lend itself to any 
type of real-time backups. 

Hard drive: Businesses use 
hard drives for all types of 
backups except archiving, be- 
cause the long-term durability 
of a hard drive as an archival 
media isn't well-known. 
Concerns about magnetic 
platter degradation and the 
questionable longevity of me- 
chanical components mean you 
shouldn't consider hard 
drives for long-term 
storage. Hard drives 
excel at just about all 
other types of backups, 
however, and are the 
most common media for 
continuous and pseudo- 
continuous backups. 

Optical discs: CDs, 
DVDs, and Blu-ray discs 
that use a write-once 
system can be used for 
archival purposes. The 
write-once capability en- 
sures that the data can't 
be altered after it's written. The 
longevity of the media is deter- 
mined by the quality of the dyes 
and the manufacturing process. 



If long-term storage is the goal, 
be sure to use only high-quality 
(or archival) optical media. 
Remote/online: Remote 
storage can consist of a storage 
device in another physical loca- 
tion. It can satisfy one of the 
important considerations of 
backups: storing a copy of your 
data in a separate physical loca- 
tion. Online storage is similar to 
remote storage except that a 
third-party provider offers the 
service. Online storage satisfies 
the need to have a remote copy 
of your data but has a few prob- 
lems. The speed of both the 
backup and the restore depends 
on several factors, and bottle- 
necks can occur when you most 
need to back up or restore your 
data and get back to work. 
There are also concerns about 
trusting your data to a third 
party. In any case, it's a good 
idea to ensure that all data in an 
online system is sent and stored 
in an encrypted format. 

• Backup & Recovery 
Procedures 

Now that we've looked at 
the basics of backup, it's time to 
turn our attention to creating 
strategies for backing up as well 
as restoring your data. 

What to back up is just as 
important as how and when. A 
workstation's hard drive con- 
tains many different types of 
data, not all of which needs to 
be backed up in the same way 
or at the same time. Some files 
are better never getting backed 
up. This group includes tempo- 
rary files used by applications 
or your system and many cache 
files used to enhance system or 
application performance. Other 
files should probably be backed 
up every day, or— better yet — 
continuously. These types of 
files include documents and 
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The Qnap TS-239 ($549; 
www.qnap.com) is a two-drive 
NAS (network-attached 
storage) device that lets you 
easily add storage to your 
network without the need for 
a dedicated server. You can 
assign storage space on the 
Qnap to individuals to be used 
as their remote backup space. 



application files such as those 
created by email clients, cal- 
endar applications, and Web 
browsers. 

Applications themselves 
may not need to be backed up, 
especially if you have the orig- 
inal install CD/DVD or if the 
applications are part of an 
image file you have created 
(more on this later). Likewise, 
the operating system may not 
need to be backed up very 
often. A restore image that can 
return your system to a known 
good state may be all you need. 
Limiting the amount of data 
you back up can speed the 
backup process as well as limit 
the amount of backup storage 
you need. 

Imaging is the process of 
creating a duplicate image of 
your hard drive. This is usually 
done at a specific time, such as 
when you originally install the 




operating system and your basic 
applications. You can create 
new images as needed, such as 
when you update an OS or in- 
stall major new applications. 
The purpose of an image is to 
allow you to quickly restore a 
computer to a known working 
state. This can be especially 
helpful for computers that have 
had a hard drive failure or have 
become infected with malware. 

Imaging software should 
provide some method to restore 
the image without having to in- 
stall a working OS first. This is 
commonly referred to as a bare- 
metal install. Most imaging soft- 
ware has a bootable restore CD 
that lets you specify where the 
image is located and where to 
restore it. Other imaging appli- 
cations can provide network- 
based booting and restoring; 
you can keep an array of drive 
images on a server and restore 
the appropriate one to any 
workstation on the network. 
Once the image is restored, you 
can boot your workstation and 
finish restoring any needed doc- 
uments from your normal 
backups. 

• Local Workstation 
Backup 

A local workstation backup 
is probably one of the easiest to 
implement. Buy a USB, Fire- 
Wire, or eSATA external hard 
drive and plug it into your 
workstation. Install backup soft- 
ware, preferably one that per- 
forms continuous backups. Of 
course, you're at the mercy of 
each workstation user to re- 
member to keep the backup ap- 
plication running. They may 
shut it off, especially if it's 
slowing down often-used appli- 
cations. But if you trust your 
workers, this is a simple and ef- 
fective way to have a basic 
backup system at the worksta- 
tion level. 



• Online Backup 

"Online" has multiple mean- 
ings in the backup business. In 
this case, we're referring to re- 
mote or Internet-based backup 
solutions. Online backups give 
you peace of mind, because 
your data is safely stored in a 
remote location. 

Online backups do have 
some limitations. First, the 
amount of available storage can 
be limited. Second, upload and 
download speeds can be very 
slow, at least compared to local 
backups. Third, some individ- 
uals won't like entrusting their 
data to a third party out there 
"in the cloud." 

Online backups may be a 
good choice for a set schedule, 
say every night, or even once a 
week; whatever interval makes 
sense for your needs. One 
method we suggest is to per- 
form a full backup every 
weekend and incremental 
backups each night. Because a 
full backup over an online con- 
nection can take some time, de- 
voting a weekend to the process 
may be just about right. Incre- 
mental backups, which will 
have much less data than the 
full backup, can be performed 
each night. Some online backup 
services have a bandwidth 
charge as well as a storage 
space limitation. Before you 
start uploading full backups, 
make sure you won't exceed ei- 
ther limit. 

• Network Backups 

Network backups can take 
many forms, from simply allo- 
cating storage space on a server 
or NAS (network-attached 
storage) for individual worksta- 
tions to use for backups to net- 
work backup software that 
automatically goes out at sched- 
uled intervals and backs up 
local workstations. 
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You can use network 
backups with a full plus incre- 
mental or full plus differential 
strategy in combination with 
local continuous workstation 
backups. Between the two 
types, you will have a backup 
system that ensures you can re- 
store a workstation's data based 
on a network backup schedule 
as well as allow individuals to 
use the continuous backup to 
restore files they accidentally 
deleted or that have become 
corrupted. The advantage of the 
combined systems is not only 
that you have two backup 
sources, but that, with a bit of 
training, users can correct their 
own blunders. Should worksta- 
tion users get into real trouble, 
you can bail them out with a 
network backup. 

• Protecting 
The Backups 

Yes, we are sort of talking 
about backing up the backups, 
but in an automatic way. Most 
modern backup systems use hard 
drives, and hard drives can fail, 
usually without any warning. 

You can protect your data 
against hard drive failure by 
using a RAID (redundant array 
of independent disks). This is es- 
pecially appropriate for net- 
work-based backup systems, 
because they back up data for 
multiple users. A loss of data 
here won't affect just one user; it 
has the potential to affect every 
user. RAID-based drive systems 
come in different RAID levels. 
RAID 1 (mirroring), RAID 5 
(distributed parity, single drive 
failure tolerant), and RAID 6 
(distributed parity, dual drive 
failure tolerant) are commonly 
used for protecting against hard 
drive failures. RAID is not a 
backup system on its own; it's 
simply a way to ensure that a 
single, or, in the case of RAID 6, 
double, hard drive failure won't 




prevent you from 
recovering your 
data. 

RAID systems can also 
be used at individual worksta- 
tions. For example, if a worksta- 
tion contains particularly sen- 
sitive data and the inability to 
access it for an hour or two while 
a restore is being performed 
would seriously impact your 
business, a RAID system may be 
appropriate for that workstation. 

• Putting It All Together 

Depending on the size of 
your business, you may find 
one or more backup methods 
appropriate for your use. 

Home-based and small busi- 
nesses without dedicated sup- 
port staff may find that 
individual backup applications 



88 



Select the files you « 



Filename Location 

places, sqlite / Users/ tnelson/.. 

places, sqlite /Volumes/OS X ... 

login.keychain ./Users /tnelson/.. 

Bookmarks.plist /Users/ tnelson/.. 
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The Clickfree Transformer ($59.99; www.goclickfree.com) adds automatic backup 

to any USB-based external hard drive. Simply add the Clickfree dongle between the 

drive and your computer, and automatic backup is ready to go. 



Medium to large businesses 

usually have dedicated com- 
puter support staff, so a net- 
work-based backup is the 
system of choice. You should 
add real-time local backup to 
any workstation you think 
needs it and beef up your net- 
work storage by adding a RAID 
system to store your backups. If 
you're housed in multiple 
buildings, you can create your 
own remote backup system. 
Otherwise, consider online 
backup. Last but not least, 
create images of an OS plus an 
application baseline to ensure 
timely data restores when you 
need them. 

No matter how large or 
small your business, don't be- 
come complacent. You should 
check backups regularly, espe- 
cially when you first start using 
a new backup system. Until you 
perform a successful restore, 
you don't know if the system 
works. Perform a restore from 
each backup system you use to 
make sure that it functions cor- 
rectly. Look for backup soft- 
ware that allows bare-metal 
restoring because it's faster, 
and, when a computer is down, 
speed is one of the most coveted 
assets. Don't overlook the con- 
venience of continuous backup. 
These systems are usually the 
easiest to use and the most flex- 
ible in restoring data. 

• Youve Got It 
Covered 

Now that you have every- 
thing backed up, you can sit 
back and relax. With any luck, 
you'll never have to restore your 
backups after the initial test. 

by Tom Nelson and 
Mary O'Connor 



running on 
each computer are 
the easiest to set up and 
use. Consider adding an online 
backup system, as well, to ensure 
you have an offsite copy of your 
data available in case of disaster. 
Small businesses may have 
a computer guru or IT staff. 
Network backups would be 
your standard choice to ensure 
that backups are performed. 
Add a local backup where 
needed for additional redun- 
dancy, such as the workstation 
used for HR or accounting. 
Don't forget an online backup 
to ensure you have a remote 
copy of your data. 
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Backup Result: © Success 

Transferred Transfer Rate Other Detaifs 
0:00:20 1.6 Mbits/sec 
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MozyPro ($3.95 and up per month; mozy.com) is a Web-based 
backup service that offers a number of features businesses need. All 
data is encrypted for transfer and storage, and multiple types of 
backups are supported. 
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The Corsair 8GB Flash Padlock 
2 ($49.99; www.corsair.com) 
offers 256-bit hardware 
encryption and requires 
a PIN to access the data. 



As security regulations 
tighten and attacks get 
increasingly sophisti- 
cated, more executives and 
CIOs are looking at data en- 
cryption as a way to make sure 
their company stays out of the 
headlines as the latest data se- 
curity breach. 

Encryption uses algorithms 
to scramble data, making it un- 
readable without a key and 
therefore secure. In some states, 
including Massachusetts and 
Nevada, organizations are now 
required by law to encrypt files 
that contain personal informa- 
tion. Such regulations are de- 
signed to protect individuals in 
the event that an employee 
loses a portable storage device 
and consequently puts his 




company's customers at risk of 
identity theft. 

Understanding encryption 
and how it applies to data 
storage and security can be 
complicated, but when you 
know the basics, you can help 
shape your organization's poli- 
cies to ensure the protection of 
your employees, your cus- 
tomers, and your company's 
good reputation. 

• What Is Encryption? 

The two basic types of data 
encryption are referred to as 
symmetric and asymmetric. 
Symmetric encryption, which is 
the oldest and most basic form, 
uses the same algorithm key (or 
password) to both encrypt and 
decrypt data. So, both the sender 
and receiver of the data (whether 
they are humans or computers) 
both have the same key to unlock 
the secured data. DES (Data 
Encryption Standard), AES (Ad- 
vanced Encryption Standard), 
and Blowfish are common types 
of symmetric encryption, but 
AES encryption is the method for 
most organizations, such as the 
U.S. government. 



Symmetric encryption can 
come in the form of a block ci- 
pher (the algorithm used to en- 
crypt and decrypt information) 
or a stream cipher. A block ci- 
pher encrypts blocks of data 
bits, which are all identical in 
size. So, if you have a 64-bit 
block cipher, you have multiple 
blocks containing 64 bits of en- 
crypted data. Conversely, a 
stream cipher encrypts data in 
much smaller portion sizes, 
such as a single bit at a time. 

AES, which is sometimes re- 
ferred to as the Rijndael, is the 
standard symmetric encryption 
block cipher algorithm that en- 
crypts data into three 128-bit 
blocks. It supports 128-, 192-, 
and 256-bit keys, and each char- 
acter in a given key is worth 
eight bits. So the difference be- 
tween 128-, 192-, and 256-bit 
keys is the difference between 
16-, 24-, and 32-character pass- 
words. The more characters 
your password or key has, the 
harder it is for adversaries to 
figure out. 

When you don't use the al- 
lotted number of characters 
available, the AES algorithm 
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automatically adds zeros, 
making the password weaker. 
So, when a product or service 
boasts 256-bit encryption, it's 
important to fill up those 32 
characters. 

Unlike symmetric encryp- 
tion, asymmetric encryption 
uses two different keys to en- 
crypt and decrypt data. A 
public key (known by all par- 
ties) encrypts the data, but it 
takes a private key (known by 
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TrueCrypt (free; www.truecrypt.org) is an 
open-source encryption program that creates 
encrypted folders on your drive. 



connection between Web serv- 
ers and Web browsers for or- 
ganizations that offer 
secure Web accounts 
(including your 
online bank ac- 
count, Web pay- 
ment services, 
and online re- 
tailers). The public 
key is set up by the 
organization to en- 
crypt the information 
going between the Web 
site and the Web server, and a 
customer or account user de- 
termines the private key, 
which permits entrance into 
her individual account. In 
order to apply SSL technology 
to a Web site, an organization 
must purchase an SSL Certifi- 
cate from an authorized ven- 
dor, such as VeriSign (www.veri 
sign.com). 

O Hardware vs. 
Software Encryption 

When it comes to encrypting 
^^b.^ electronics such 
as laptops, mo- 
bile phones, or 
portable storage 
devices, you can 
choose between 
implementing 
hardware- or 
software-based 
encryption. 
Software-based 
encryption is im- 
plemented 
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one or very few parties) to de- 
crypt the data. 

SSL (Secure Sockets Layer), 
which is the industry standard 
for Web site security, is a pop- 
ular form of asymmetric encryp- 
tion. SSL forms an encrypted 



through an ap- 
plication you 
download on 
your device. 
However, many operating sys- 
tems, such as Windows and 
Mac OS X, offer built-in encryp- 
tion tools for basic FFE (file and 
folder encryption) needs. For 
more advanced needs, and to 
encrypt files and folders on 



portable storage de- 
vices and mobile 
phones, consider pur- 
chasing third-party en- 
cryption software. 

Devices with soft- 
ware-based encryption 
are still vulnerable to 
data loss, however. 
When you install the 
program, the key 
needed to encrypt the 
data is stored in device 
memory, which can be 
accessed through the 
OS. This can make 
your data vulnerable 
to a savvy intruder 
who knows how to in- 
terrupt the boot pro- 
cess of the device and 
decrypt the data. Cold 
boot attacks and plat- 
form reset attacks can recover 
the encryption keys from your 
RAM and then gain access to 
your encrypted data. Even 
though it's unlikely it will fall 
into the hands of someone who 
can decrypt your data this way, 
it is still possible. 

Even though software-based 
encryption isn't as strong as its 
hardware-based counterpart, it 
can still serve a purpose for files 
that don't carry highly sensitive 
information, such as Social 
Security numbers, health infor- 
mation, or other confidential 
employee and customer data. 
With encrypted files, however, 
you run the risk that employees 
won't always add documents 
with sensitive information to 
the encrypted folders, leaving 
some information unprotected. 

Hardware-based encryption 
is incorporated under the oper- 
ating system and applies to the 
entire hard drive. Notebooks 
with built-in encrypted hard 
drives guard against attacks, 
such as the cold boot attack, 




Seagate designed its Savvio line 
(prices vary; www.seagate.com) of 
self-encrypting hard drives for servers 
and storage solutions. 



because the encryption is part of 
the device and cannot be avoided 
or modified. Such encrypted de- 
vices prompt you to enter your 
key prior to booting the OS and 
can be configured to require 
multiple keys and passphrases. 
You can also implement an en- 
cryption process that requires a 
USB flash drive equipped with 
the key, a token-generating 
tool, fingerprint scanning, or a 
combination of these decryp- 
tion methods. 

SEDs (self-encrypting drives) 
fall into the hardware encryp- 
tion category. In January of 
2009, the Trusted Computing 
Group (www.trustedcomput 
inggroup.org) announced speci- 
fication standards for self-en- 
crypted hardware devices, 
called the Opal SSC (Security 
Subsystem Classes). 

Adopted by a group of com- 
panies that includes Fujitsu, 
Samsung, Seagate, and Toshiba, 
these TCG-compliant drives are 
the original SEDs, but a drive 
doesn't have to implement the 
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CMS CE-Secure Professional 
($49.95 for boxed CD; 
www.cmsproducts.com) 
offers 256-bit AES encryption 
software for your laptop. 




• Full Disk Encryption 
Pros & Cons 

An aspect of the hardware 
vs. software encryption debate 
is whether or not to deploy FDE 
(full disk encryption). Many or- 
ganizations have hesitated to 
implement encrypted hardware 
devices not only because these 
devices are more expensive, but 
because FDE also comes with 
additional costs, such as li- 
censing fees. 

You can implement FDE 
through hardware-based en- 
cryption technologies or through 
software suites. However, FDE 
software suites leave a portion of 
a system's boot code unen- 
crypted, leaving devices open to 
cold boot attacks. Additionally, 
FDE software can cause perfor- 
mance issues, such as increased 
data access times, because the 
software uses processing power 
to encrypt every- 
thing from docu- 
ments and folders to 
the operating system 
itself. This can also 
compromise the bat- 
tery life of devices. 

FDE software 
suites are also time- 
consuming to con- 
figure and install 
because the program 
must go through and 
encrypt each indi- 
vidual file and appli- 
cation on the system. 
Considering that 



RSA Key Manager and Token izat ion (contact RSA for pricing; www.rsa 
.com) goes beyond password or PIN authentication to require users to 
also have an authentication device, such as a USB flash drive. 



most SMBs have hundreds of 
endpoint devices, this can be a 
lengthy process. When your 
hardware comes equipped with 
encryption, you won't need to go 
through and encrypt all your 
data individually. 

When you deploy any type 
of FDE, be sure you also have a 
comprehensive key manage- 
ment program. The downside to 
encrypting your entire drive is 
that without a key, no one can 
gain access to your data — in- 
cluding you. Many FDE pro- 
grams are accompanied by key 
management programs, but you 
can also find third-party solu- 
tions. What you decide to use 
will depend largely on the type 
(FFE or FDE) and scope of the 
encryption deployment. 

• Encryption In Use 

Understanding encryption is 
half the battle. The other half is 
knowing what devices need to 
be encrypted and which type of 
encryption best suits a given 



device. When it comes to pro- 
tecting your company's sensi- 
tive data, no portable device is 
safe without encryption. For ex- 
ample, it won't matter if you 
have an entire fleet of laptops 
with hardware-based encryp- 
tion technology if your em- 
ployee loses an unprotected 
flash drive in a taxi. 

There are several portable 
hard drives and flash drives 
that come with built-in hard- 
ware-based encryption, and you 
can find both proprietary and 
freeware programs that will 
add encryption to mobile de- 
vices, including flash memory 
cards and smartphones. 
Although hardware-based en- 
cryption is more secure than 
software-based encryption, you 
will still protect your data from 
the vast majority of people 
using an encryption program on 
your device. Remember that 
any encryption is better than no 
encryption. 

by Tessa Warner Breneman 
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It seems like you can't pick 
up the business section of 
the newspaper for a week 
straight without reading about 
security breaches due to a com- 
promised mobile device. And 
the problem isn't just limited to 
smartphones and laptops. Other 
mobile storage devices, such as 
flash drives and portable hard 
drives, also carry sensitive in- 
formation and can just as easily 
be lost in a hotel room or 
snatched up by someone 
hoping to find a new bank of 
personal information to exploit. 

• The High Cost 
Of Lost Data 

It's difficult to find a busi- 
nessperson roaming around an 
airport or train station without 
the company of a laptop or 
smartphone these days. And as 
professionals move about these 
public places with their mobile 
devices, so does sensitive corpo- 
rate data. 

The cost of a lost or stolen de- 
vice reaches beyond the price tag 
for the hardware itself to include 
costs for the investigation, litiga- 
tion, notification of clients and 
customers, and potential loss of 
business. According to the 
Ponemon Institute, the average 
data breach cost companies 
$6.75 million in 2009. 

A smartphone, for example, 
could potentially provide access 
to email attachments with corpo- 
rate financial information and 
contact lists that include personal 
information. Even if you think 
you don't have any sensitive 
documents stored on your lap- 
top, an unauthorized user could 
gain access to the corporate net- 
work if your computer is still 
connected, which does store 



classified information. Something 
as simple as a portable storage 
device containing a presentation 
about last quarter's financial de- 
tails could lead to problems for 
your company. 

To avoid becoming another 
data security breach statistic, it's 
imperative that your organiza- 
tion implement clear mobile se- 
curity policies and that you and 
your employees apply best prac- 
tices when it comes to mobile se- 
curity. This doesn't just include 
deploying encryption or mal- 
ware software. It should encom- 
pass a broad range of security 
techniques so you end up with a 
multi-layered security policy. 

• Encryption & 
Authentication 

Encryption and authentication 
are important security features 



RSA SecurlD (www.rsa.com) 
provides authentication to 
endpoint devices, such as 
the Apple iPhone 
(www.apple.com). 
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on mobile devices because they 
implement the use of passwords 
or PINs to prevent unauthorized 
users from gaining access to the 
data on devices. Whether some- 
one is trying to log into a laptop, 
a smartphone, or a portable hard 
drive, they will have a more dif- 
ficult time if they don't have ac- 
cess to the password or other 
means of authentication, such as 
a token-generating device, a 
USB flash drive equipped with 
the authentication key, or finger- 
print scanning. 

Authentication can be more 
effective if your security policy 
outlines password complexity 
guidelines, requiring a specific 
number and combination of let- 
ters, numerals, and characters. 
For additional security, you can 
also require that your employ- 
ees change their passwords mul- 
tiple times throughout the year. 
To guard against password 
workarounds, such as a brute 
force attack (trying several com- 
binations of characters until the 
correct password is found), 
many security programs will 
wipe the device of all its data 



Seagate's 500GB BlackArmor PS 110 ($149.99; 
www.seagate.com) includes AES 256-bit 
software- based encryption technology 
to keep your data safe. 



COMPUTRACE 




after a certain number 
of unsuccessful pass- 
word attempts. 

Authentication goes hand-in- 
hand with encryption, which 
scrambles your data so it's un- 
readable without using authen- 
tication to decrypt the data. You 
can purchase a software-based 
encryption program for mobile 
gadgets (including storage de- 
vices, such as flash drives, 
portable hard drives, and flash 
media cards), or you can pur- 
chase equipment that has 
encryption built into the hard- 
ware. Hardware-based en- 
cryption is known to be more 
secure than software-based en- 
cryption because software- 
based encryption has a few 
known vulnerabilities that can 
let a sophisticated thief hack 
into the device. However, pur- 
chasing hardware-based en- 
cryption devices is more 

expensive than ap- 
plying software- 
based encryption. 

According to Eric 
Maiwald from the 
Burton Group, en- 
cryption, authentica- 
tion, and remote 
wipe capabilities are 
going to be your 




Lojack For Laptops 
($39.99; www.abso 
lute.com) includes 
geographic location 
tracking technology 
that you can use in 
your business or 
personal laptop. 



best bet if 
a gadget is lost 
or stolen. However, 
Maiwald doesn't want people to 
get the wrong idea and think 
encryption is the only protec- 
tion you need. 

"Encryption is a delaying 
factor," Maiwald says. "There is 
never a claim that says data that 
is encrypted cannot be de- 
crypted at some point. We use 
encryption to make it very diffi- 
cult to do. We use long keys 
that are hard to brute force, and 
all those things. But we know 
that given enough computing 
power and time an attacker 
would be able to decrypt it. We 
just hope that it's not within 
their lifetime." 

• Strong Management 
& Mobile Policies 

Although it's up to your em- 
ployees to cooperate with mobile 
security policies, much of the 
mobile security legwork is done 
through your IT department. A 
well-managed fleet of mobile de- 
vices combined with well- 
trained employees has a better 
chance of avoiding a data breach 
catastrophe than the alternative. 

There are multiple types of 
security management programs 
for devices, such as smart- 
phones and laptops, but the 
good ones have many of the 
same qualities. For example, 
some management programs 
are able to force employees to 



comply with en- 
cryption and password 
policies. Many others let IT 
staff set and manage device set- 
tings (including security set- 
tings) and troubleshoot prob- 
lems from remote locations. 

You should also have a pol- 
icy for employees who want to 
use their personal devices in the 
workforce to access informa- 
tion, such as their corporate 
email accounts. Even though 
these devices complicate IT 
management and security, you 
can't just look the other way 
while corporate data is accessed 
and left unprotected. Instead, 
find a security management 
program that will support mul- 
tiple platforms and devices. 

Maiwald suggests executives 
should tell their employees, "As 
long as I can manage it with these 
three things — I want to be able to 
set the authentication policy, I 
want to be able to verify that the 
data is encrypted, I want to be 
able to reach out and touch the 
device if it's lost or stolen — then 
you can connect to your email." 

Remote access to the device 
should let you track where the 
device is geographically and 
monitor what happens on it in- 
ternally. For example, if you 
don't want employees down- 
loading games and other per- 
sonal applications on the device, 
implement strict permission set- 
tings. It's also a good idea for IT 
security personnel to be able to 
back up and recover data re- 
motely and deploy patches, 
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updates, and applications over 
the air when necessary. 

• Backup & Recovery 

Whether your device is lost, 
stolen, or broken, if you haven't 
backed up your data, the data 
that device contains could be lost 
forever. Whether it's a client list 
that took you years to establish 
or an important presentation you 
are scheduled to deliver to a 
client this afternoon, losing data 
could also mean losing money 
for you and your company. 

It's best not to just trust your 
employees to back up all their 
work. Instead, there are plenty of 
mobile backup solutions that au- 
tomatically replicate data when 
the device is connected to the cor- 
porate network. The best backup 
plans put the data and the repli- 
cated data in two different geo- 
graphic locations. Cloud comput- 
ing storage services, which house 
data in a secure location on the 
Web, are also viable options for 
frequent travelers. 

In addition to automatic 
backup solutions, consider a 
product or service that lets you 
geographically track a device 
after it's been stolen. Absolute 
Software's Computrace (www 
.absolute.com) products have a 
tracking device that enables you 
to work with local law enforce- 
ment to find the thief and re- 
cover your device. 

"If you think about an IT 
operation in a corporate envi- 
ronment where you have a se- 
ries of security policies, in 
order to administer and man- 
age those security policies you 
need to know where your as- 
sets are and what's on them. If 
you don't know where your 
assets are, you can't manage a 
policy," says Geoff Glave, 
product program manager at 
Absolute Software. 



Computrace's technology is 
embedded into the BIOS, so 
unauthorized users can't dis- 
able the tracking technology. 
Additionally, it includes remote 
wipe capabilities so you can 
erase any sensitive data that 
criminals would be happy to get 
their hands on. Depending on 
the nature of the device and the 
information, you can either set 
up the system to erase all data, 
or just the data deemed confi- 
dential or sensitive. 

To enable the tracking tech- 
nology, however, the device 
must be turned on and able to 
connect to Absolute Software's 
servers. According to Glave, 
Computrace services have been 
able to recover three out of four 
devices. Unrecoverable devices 
are those that don't ever recon- 
nect to the network, or are in 
countries out of Absolute Soft- 
ware's jurisdiction. 

Although Computrace and 
its consumer counterpart, Lo- 
Jack for Laptops, will provide 
you with a post-theft option, 
Glave emphasized that it should 
only be a part of your security 
policy. 

"What you want to do if 
you're an executive looking at 
security is see what layers of se- 
curity you can add to ensure 
that you are as secure as you 
can be to protect you in a pre- 
loss or pre-threat situation. I 
think our product is an integral 



piece of that, but it's certainly 
not the only piece of the equa- 
tion," Glave says. 

• Comprehensive 
Security & Training 

When you combine the 
aforementioned security mea- 
sures with anti-malware soft- 
ware for both laptops and 
smartphones, you can be ade- 
quately prepared to protect 
your corporation and its data. 
However, your employees 
should also be well-educated 
and trained to appropriately 
take care of the mobile devices 
handed out to them for business 
purposes. Some employees 
might get frustrated with con- 
stantly having to authenticate 
the device or encrypt their data, 
but disabling those features 
could be costly to both the orga- 
nization and to the employee. 
But if they understand the risks 
and aren't able to disable those 
features manually, you will be 
better protected against poten- 
tially larger problems. 

by Tessa Warner Breneman 




The 16GB IronKey D200 ($199; 
www.ironkey.com) provides 256-bit AES 
hardware- based encryption to guard your files. 



Protect Your Devices From Physical Harm 

When your devices are physically harmed and rendered unusable, you could lose data that 
hasn't been backed up. This, of course, can be just as devastating as losing data on a lost or 
stolen device. If a device has been damaged after a drop or a spill, be sure your employees 
know that they should not try to dry it out or power it on. Instead, turn off the power, keep it 
damp, and send it to a data recovery facility or to your IT team. Also, consider investing in 
protective cases to prevent physical damage. 
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Carbonite 

Access Your Archived Files Anywhere 



YOU KNOW THAT BACKING UP YOUR DATA 

can save you from a major headache if 
something should ever happen to your 
computer. There are many methods for 
backing up your pictures, videos, fi- 
nancial documents, presentations, and 
more, but not all of them give you un- 
limited access to your files via your 
mobile phone. 

Carbonite is an online data 
backup service that offers unlim- 
ited backup storage space for a 
yearly flat-rate fee of $54.95. It 
works by installing a small app 
on your computer that runs in 
the background and automati- 
cally backs up new and recently 
modified files. The Carbonite 
iPhone app lets users access those 
backed-up files via their iPhone or 
iPod touch. That means that 
whether you're traveling for busi- 
ness and need to review tomor- 
row's meeting presentation, or you 
run into an old friend at the gro- 
cery store and want to share your fami- 
ly's latest pictures, you can access all of 
your files at any time. 

With a Carbonite account, which is 
free for Carbonite members, you can 
back up data from multiple computers. 
After you log in to the app using your 
email address and Carbonite pass- 
word, each computer associated with 
your Carbonite account appears on- 
screen. To view your backed-up files, 
simply choose your preferred com- 
puter and browse the files, which are 
arranged the same way they would be 
on your computer. 

The Carbonite app also makes shar- 
ing backed-up files with others easy. 
Simply attach your desired files to 
an email in the application and use 
Carbonite to send your message. 
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CalenGoo 

Take Your Google Calendar With You 



Keeping track of your daily events and 
tasks is a priority, and having the right 
tools to work with can make the job 
easier. CalenGoo gives you access to all 
the information in your Google Calendar 
on your iPhone and lets you make 
changes like you would while managing 
your calendar on your computer. 

Before you can use CalenGoo, you'll 
need to set up a Google Calendar 
online. To access your calendar 
from your iPhone, simply enter 
your Google login and password. 

Viewing your Google Calendar 
on your iPhone is similar to view- 
ing it on your computer. All of 
your calendar colors remain the 
same, and visible calendars appear 
while your hidden calendars re- 
main out of sight. When you first 
log in to the application, you have 
the choice of importing your full 
calendar, the events from the last 
year, or events from the last month. 
The importing process may take a 
few minutes. 

Just like the Web version of Google 
Calendar, CalenGoo lets you view your 
calendar in multiple formats, such as by 
the week's events or the entire month. In 
the month view, you can use the familiar 
two-finger zoom gesture to get closer to 
each day's events and tap any day twice 
to see its events. 

To create a new event, press the plus 
button in the upper right. Here, you can 
enter all the same information you nor- 
mally would, including a title, begin 
and end times, location, and a reminder. 
If you find yourself without an Internet 
connection, any changes you make to 
your calendar will be saved. The next 
time you connect to the Internet, all of 
your changes will sync automatically. 
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CNN Mobile 

News In Your Pocket 



CNN IS A WELL-KNOWN source for 24- 
hour cable news, and with its CNN 
Mobile app, you don't need a television 
to get CNN's coverage. CNN Mobile fea- 
tures daily headlines with full text arti- 
cles, as well as live streaming video of 
news as it happens. Additionally, the 
app delivers news, weather, and traffic 
information based on your location. 
Of course, your location dynami- 
cally changes as you travel, but the 
iPhone keeps CNN Mobile updated 
on your whereabouts. You also can 
keep track of location-specific items 
in the My CNN area. 

Headline categories include 
Breaking News, Top Stories, U.S., 
World, Politics, Entertainment, and 
more. When you click a headline, 
the resulting page displays the 
image in a larger format and has a 
short summary of the article, fol- 
lowed by the full text. Video cate- 
gories include Latest News, Most 
Popular, On TV, U.S., World, En- 
tertainment, Tech, Offbeat, Politics, 
and Health. iReport is a feature of CNN 
wherein anyone can submit a photo, 
video, or opinion. 

If you come across an interesting story 
you want to read later or would like 
more information about, you can tap the 
icon at the upper right of the screen and 
tap the Follow Topic or Save For Later 
buttons and CNN Mobile moves the ar- 
ticle to the My CNN area. If you read a 
story you'd like a co-worker or friend to 
read, tap the icon at the upper right of 
the screen and share the story via text 
message, email, Twitter, or Facebook. 

One item to note is that CNN Mobile 
is ad-supported, even though it's not a 
free app. If ads — even small ones — are a 
deal breaker for you, beware that CNN 
Mobile has them. 
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Yahoo! Finance 

Financial Information At Your Fingertips 



Yahoo! Finance is a popular Web site 
for keeping up-to-date on the latest fi- 
nancial news. The Yahoo! Finance 
iPhone application offers many of the 
same features you'll find on the Web 
site. For starters, when you launch the 
app on your iPhone, you'll see a market 
summary of major indices, such as the 
Dow Jones Industrial Average, Nasdaq, 
S&P 500, and more, under the 
Summary tab. 

Are you invested in a particular 
stock? You can use this iPhone 
application to stay current on the 
daily changes to a particular stock. 
Simply tap the Quotes tab and add 
your stock's symbol or company 
name. You can also customize 
stocks to display as little or as 
much information as you want. 
And if you need to view all the in- 
formation related to a certain 
stock, touch its icon. 

The Research tab gives you 
access to loads of financial infor- 
mation, such as markets by region; 
industries, such as health care, tech- 
nology, and industrial goods; and news 
about bonds, commodities, IPOs, and 
more. You can even compare currencies 
among countries. If you have a Yahoo! 
Portfolio, you can log in with your 
Yahoo! ID and view your personal fi- 
nancial information. 

Under the Tech Ticker tab, you can 
access articles or videos that cover fi- 
nancial news and analysis. 

Yahoo! Finance has other useful fea- 
tures, too. For instance, you can track 
industries and commodities, view your 
stocks even after the markets have 
closed, and compare progress from dif- 
ferent markets on a detailed graph. 
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PhatNotes 

$9.99 • 3.4MB 
PhatWare's PhatNotes (Rel. March 9, 2010) is the latest 
iPhone version of an app that has a solid, longstanding 
reputation on multiple mobile platforms. Use the app 
to take notes, organize notes, and more. The app also 
recognizes handwriting. 



Air Sharing Pro 

$9.99 • 8.8MB 
Avatron Software's Air Sharing Pro (Rel. Feb. 23, 
2010) turns your iPhone into a wireless external 
"drive" so you can access and move files. The app 
supports Office, iWork, PDF, HTML, RTF, and 
many other file types. 



1 Password 

$6.99 • 2.4MB 
Agile Web Solutions recently refreshed 1 Password 
(April 10, 2010), its award-winning app for securely 
storing passwords. Among its many features, the 
app can automatically log you in to sites you visit 
on your iPhone's Safari browser. 
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PayPal 

Free- 3.1MB 
The newest version of PayPal's app (Rel. March 17, 
2010) lets you withdraw funds from your PayPal 
account. You can also use the Send Money feature 
to, well, send money via the recipient's email ad- 
dress and to transfer money via Bluetooth. 




AccuWeather.com 

Free • 1.9MB 
The free version of AccuWeather's app (Rel. June 
15, 2009) works well to provide the latest weath- 
er information, hour-by-hour forecasts, and 15- 
day forecasts. The screen includes quick links to 
radar images, risks, weather alerts, and more. 



City Maps 2Go 

$1.99 -0.9MB 
City trips are much easier to navigate with Tymon 
Wiedemair's City Maps 2Go (Rel. Feb. 12, 2010), an 
app that lets you download maps for offline viewing. 
Downloading requires Wi-Fi; after that, no connec- 
tivity is required for map viewing. 
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VIP Access 

Use VeriSign Security On Your BlackBerry 



Because we often rely on numerous 
Web-based accounts for such things as 
communicating with colleagues, storing 
and sharing data, keeping tabs on invest- 
ments, and making purchases, it's im- 
perative that we keep our information 
intact and secure from unauthorized 
users. VeriSign's VIP (VeriSign Identity 
Protection) Access adds a strong layer of 
security to the login process for more 
than two dozen sites in its VIP Net- 
work, including American ankers 
Association, AOL, DocLocker, eBay, 
Geico, Merrill Lynch, Morgan Street, 
PayPal, and T-Mobile. 

For the VIP Network sites, VIP 
Access adds two-factor authentica- 
tion to the login process. Two-Factor 
authentication involves using some- 
thing you know (your username and 
password) and something you have 
(a wireless device, for example) to 
permit login; without any of those 
elements, login will not be allowed. 

For VIP Access, this means that in 
addition to entering a username and 
password to access an online account 
from your BlackBerry, the app generates 
a special code that you must submit 
from your phone in order to access the 
account. This code is generated each 
time you wish to log in to an account 
and is updated every 10 minutes while 
you're logged in. 

Businesses seeking to become part of 
VeriSign's VIP Network can add their 
company names to the list of supported 
sites whether the purpose is to extend 
secure access internally or externally. 
Benefits for member businesses include 
fraud reduction and compliance with 
numerous regulations. VIP Access is 
available as a free over-the-air down- 
load for most BlackBerrys. 




Price: Free I Size: 164KB I Released: Feb. 3, 2010 
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Mobile Edge For Lotus Notes 

Your Database Via BlackBerry 



If your company uses IBM's Lotus Notes 
and Domino collaboration software and 
your employees use a fleet of BlackBerry 
smartphones, consider iEnterprises' soft- 
ware and services to bring that Lotus in- 
formation to those BlackBerrys. 

iEnterprises offers CRM and mobile 
extension products designed to help 
make your Lotus Notes and Domino 
applications and data more useful 
for your mobile workforce. One of 
iEnterprises' Lotus-related solutions 
is the Mobile Edge For Lotus Notes 
application for BlackBerry. 

With the server-side software in 
place, you can use the Mobile Edge 
For Lotus Notes app to access your 
data via BlackBerry. Contact iEnter- 
prises via the online form at www 
.ienterprises.com /lotus-notes- 
mobile for pricing and further infor- 
mation about the server software or 
to schedule a demonstration. 

After Mobile Edge For Lotus Notes is 
installed on your company's BlackBerrys, 
individual users can adjust the app's set- 
tings based on how they prefer to interact 
with the data. Each user is free to use the 
app to install one or multiple databases 
on the BlackBerry. The data then remains 
available even if the user is outside of a 
wireless coverage area. 

When used in conjunction with 
iEnterprises' Lotus Notes Connector, the 
app gives employees instant access to in- 
formation flowing in and out of Lotus 
Notes CRM. 

Keep in mind that Mobile Edge For 
Lotus Notes is essentially a free trial ver- 
sion and that additional iEnterprise soft- 
ware is required, depending on your 
company's needs. The app is also avail- 
able in versions for Apple iPhone and 
Windows Mobile devices. 
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BlackTrack Lite Activity 
Management 

Hands-Off Communication Logging 



SO YOU WANT TO KEEP A RECORD of whom 

you communicated with and when, but 
you don't want to have to think about it 
while you're actually communicating? 
Then you're the target audience for 
Aczen Innovations' BlackTrack Lite for 
BlackBerry (www.blacktrackapp.com). 

BlackTrack Lite works in the back- 
ground to maintain a complete log of all 
of your incoming and outgoing 
phone calls and the duration of those 
calls. The app also keeps tabs on the 
time stamps of email exchanges. Best 
of all, after you install BlackTrack 
Lite, it requires almost nothing more 
from you. There are no pop-up mes- 
sages or buttons to push as you begin 
or end a phone call or send an email, 
no timer functions to tinker with, and 
no data entry required; the app keeps 
a record automatically. You don't 
even have to register with a Web site 
and log in to anything prior to use. 

Also automatic are the app's reports, 
which are the only things you will typi- 
cally see of BlackTrack Lite after installa- 
tion. The reports contain the dates, 
times, and duration of every phone and 
email communication in a given period. 
You can also make notes to include in 
the reports. 

Additionally, BlackTrack Lite is as se- 
cure as your smartphone. All of the in- 
formation it tracks remains on your 
phone; there is no interaction with an 
external server. 

Aczen Innovations makes a host of 
additional apps (some free, some pre- 
mium); search the company name in the 
BlackBerry App World for details. How- 
ever, BlackTrack Lite is a completely 
free app that will work as advertised as 
long as you want the app with no up- 
grade requirement. 
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Activity report automatically emailed to you 
BlackTrackLog com 
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You can set the delivery schedule of the 
BlackTrack Report to be Daily or Weekly 



You can set a minimum duration for items 
to be logged 



www.blacktracklog.com 
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SPECIAL SECTION 

BlackBerry Apps 




BeamExplorer File Manager 



Store, Manage & View Files 



As great as our beloved BlackBerrys are, 
in some areas they're simply lacking. 
Take, for instance, the prospect of hitting 
the road or boarding the plane with only 
your BlackBerry for a computing device, 
and then having to find, manage, and 
view the files stored on that BlackBerry. 
Although file management seems like 
such a basic thing — something we do on 
our notebooks all the time without giving 
it a second thought — it's one of those 
areas in which the BlackBerry could 
stand a little improvement. 

That's where the BeamExplorer 
File Manager app from SLG Mobile 
(www.slgmobile.com) comes in. 
This free app helps you handle those 
basic file management tasks using a 
clean, intuitive interface. If you un- 
derstand how nested lists work on a 
Web or file explorer interface (a plus 
sign indicates a list that you can ex- 
pand, a minus sign closes the list), 
you already know how to use Beam- 
Explorer File Manager. The app even in- 
cludes a Back button in case you need to 
retrace your steps. 

If there is a file that you know is on 
your BlackBerry (an old email attach- 
ment, perhaps, or a Zip file downloaded 
from the mobile Web), but you can't lo- 
cate it, BeamExplorer File Manager's 
search function will help you find it. You 
can also use the app to make copies of 
files, move files from one location to an- 
other, open a compressed file, and access 
any other stored file that a native Black- 
Berry app can open. 

If you're also interested in the ability 
to view PDFs, check out SLG Mobile's 
BeamReader PDF Viewer ($13.99) in the 
BlackBerry App World. It includes the 
complete BeamExplorer File Manager 
and many other features. A free trial 
version is available. 
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BlackBerry Apps 





PDF 



Remote Print 

$7.99 ■ 129KB 
Whether it be an email message, contact informa- 
tion, a document, an image file, or whatever— if you 
can print it from your PC, you can also use Chocolate 
Chunk Apps Remote Print (Rel. Nov. 5, 2009) to print 
it wirelessly from your BlackBerry. 



MailMinder 

$2.99 • 259KB 
If you use your BlackBerry professionally, there's 
a good chance you suffer from email overload. 
CellAvant's MailMinder (Rel. Dec. 7, 2009) helps you set 
rules to weed out spam and reserve alerts for impor- 
tant messages. 



RepliGo Reader 

$14.99 -1.1MB 
It's easy enough to open and read PDFs on your 
computer, so why shouldn't it be equally easy on your 
BlackBerry? Cerience's RepliGo Reader (Rel. Jan. 12, 2010) 
opens PDFs natively and preserves formatting for viewing 
on the go. 







Roll Call Tasks Lite 

Free ■ 106KB 
Blue Sky Analytics' Roll Call Tasks Lite (Rel. March 
10, 2010) lets you create multiple task lists for yourself, 
synchronize tasks with Outlook, view tasks in your 
BlackBerry calendar, and even email task lists to delegate 
them to others. 



Dexrex SMS Backup 

Free ■ 122KB 
Text messaging for informal business communica- 
tions is handy but can be difficult to keep track of. 
With Dexrex SMS Backup (Rel. Nov. 17, 2009), you can 
archive incoming and outgoing SMS messages in a 
searchable, protected archive. 



Poynt 

Free • 772KB 
So you've traveled to meet a client and you're in the 
right neighborhood but can't find the exact destination. 
Multiplied Media's Poynt (Rel. Feb. 16, 2010) uses your 
BlackBerry's GPS to find your client or just about any 
nearby establishment. 
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New & Updated 




Software 

Get More Done 

With Your Mobile Device 



New Titles For Android 

Many of us use our smartphones to access 
our most important information, and Splash- 
Data's SplashID ($9.95 from the Android 
Marketplace; www.splashdata.com) can help 
protect you from identity theft and securely 
manage your passwords. For example, behind 
the application's 256-bit Blowfish encryption, 
you can create records for all your confidential 
information such as bank accounts, insurance, 
or prescriptions. You can also enter the URLs 
of sensitive Web sites and have SplashID auto- 
matically enter your login for you, which will 
prevent keyloggers from seeing your user- 
name and password. 





Spreadsheet 
for Android 
offers a 
scrollable 
view and 
popular cell 
formatting 
features. 



HootSuite ($1.99; hootsuite.com/android) 
and HootSuite Lite (free) let you send posts to 
multiple identities and accounts and track sta- 
tistics and conversations with keywords. Thus, 
it's ideal for business people who want to ana- 
lyze their company's social network presence. 
You can monitor as many as three brand 
names (or keywords) in a single column. Hoot- 
Suite also lets you group Twitter users, so you 
can quickly view the posts of a single faction of 
people. The newest version also supports 
Facebook integration. You can also use Hoot- 
Suite to schedule messages and share photos 
or URLs. 

Tether, formerly known as TetherBerry, re- 
leased its Tether For Android beta (free; tether 
.com), which lets you use the data plan on your 
Android phone to access the Internet on your 
PC. It also includes an application that you run 
on your PC, and you can purchase a version 
for Windows or Mac. After you're tethered, 
you can use your PC just like you would if it 
had a Wi-Fi or wired Internet connection. 
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QuickLaunch lets you create a shortcut menu 
for the favorite tasks on your mobile phone. 

Need a worksheet app for your Android 
phone? Byte^'s Spreadsheet For Android 

(available for $6.99 from the Android Market; 
www.bytesquared.com) supports XLS for- 
mats for multiple worksheets and offers a va- 
riety of features and functions. Available cell 
types include: numeric, date, time, currency, 
percentage, and text, among others. You can 
cut, copy, and paste content as well as import 
and export XLS files. Format controls for cell 
size, text, and merging allow you to quickly 
lay out your spreadsheets. 

New Titles For BlackBerry 

Twinkler Software's AddOnis ($9.95; 
www.twinklersoftware.com) is a suite of 
apps that makes your BlackBerry easier to 
use. The Call Firewall provides you with a 
blacklist and whitelist, so you can choose to 
block or allow specific contacts. You can also 
set the Hangup or Pickup And Hangup ac- 
tion modes for phone numbers in your black- 
list. You can configure received calls to 
appear in your BlackBerry calendar as events 
or add the phone numbers to your address 
book and create a contact. 

NikkiSoft released QuickLaunch ($4.99; 
www.nikkisoft.com), which lets you create 
shortcuts for the things you use the most on 
your BlackBerry. You can set up the Quick- 
Launch menu to display at the top, right, or 
left of your screen, so you can perform the ac- 
tion in two clicks. You can link shortcuts to 
virtually any app or function. 



Showing 25 of 553 
Sorted by Distance 



New Titles For webOS 

Zagat is a popular restaurant guide that 
lets consumers post their experiences and 
opinions online, and Zagat uses that informa- 
tion to provide users with detailed, trust- 
worthy guides for dining, travel, and leisure 
activities. Zagat recently released Zagat To 
Go ($9.99; mobile.zagat.com) for webOS, 
which includes ratings for 
more than 40,000 restaurants, 
nightspots, hotels, and golf 
courses around the world. 
Zagat To Go can also direct 
users to locations with full 
color maps and directions. 
You can sort listings by cui- 
sine, Zagat ratings, and cost. 

Need to find a ZIP code 
when you're on the road? Zip 
Code Tools (free; www. zip- 
codes. com) from Datasheer 
lets you find ZIP codes for ad- 
dresses, look up details about 
a given ZIP code, and cross- 
reference the area/prefix code. 

Zip Code Tools also features a radius finder 
and a distance calculator. 

Sometimes the GPS built in to your webOS 
phone just doesn't have a point of interest you 
want to remember or visit. Go To Tool ($4.99; 
gototool.com) from Mark Powers lets you 
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Zagat To Go provides an 
expert guide to local 
restaurants in large cities. 
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create, share, and find custom GPS locations. 
You can mark the latitude and longitude of a 
position and integrate the location into Google 
Maps for a satellite view and driving direc- 
tions. Go To Tool also provides a compass dial 
to direct you to walking waypoints. 

New Titles For Multiple Platforms 

Opera Mini 5 (free; www.operamini.com) 
is a mobile browser designed 
to be the fastest Web browser 
on your mobile phone. Opera 
also boasts that the compres- 
sion technology in Mini 5 will 
reduce the data sent to your 
phone by as much as 90% and 
save you money on your data 
plan. Mini 5 features Opera 
Link to easily sync your book- 
marks, notes, and speed dial 
information between your 
computer and your mobile 
phone. The browser is avail- 
able for Android (in beta), 
Apple, BlackBerry, Windows 
Mobile (in beta), and Java- 
based mobile phones. 

HyperOffice announced it is beta-testing 
HyperSynch (around $10 a month; www 
.hypersynch.com), software that's designed to 
securely update and sync the key data stored 
on corporate networks with the mobile phones 
of HyperOffice users. The software runs as a 
plug-in for the HyperOffice collaboration suite 
and works on all types of phones and wireless 
devices, including phones running Android, 
BlackBerry, iPhone OS, and Windows Mobile. 
HyperSynch's two-way synchronization 
works with email, contacts, calendars, docu- 
ments, projects, tasks, and notes, making it an 
ideal program for managing shared projects 
and database work. 

Version 2.4 of Google's YouTube Mobile 
(free; www.google.com/mobile/youtube) 
adds search query suggestions and the ability 
to view favorites, subscriptions, and playlists 
on Nokia S60 and Windows Mobile phones. 
Google also suggests that YouTube Mobile is 
the fastest way to find and load video on your 
mobile phone. 

by Nathan Lake 

Opera Mini 5 is designed to reduce the amount 
of data transferred while surfing the Web, and 
it provides a fast browsing experience. 
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AT&T Introduces 
Workbench For iPhone 

AT&T's newest applications for business 
let enterprises more easily configure, deploy, 
and control Web applications for iPhone 
users. AT&T Workbench, available from 
Apple's App Store, brings iPhones into 
the MEAP (Mobile Enterprise Application 
Platform). MEAP has been a popular way for 
IT departments to control and protect mobile 
devices that access their companys' networks. 
With the addition of Workbench, iPhones can 
be full-fledged members of the workplace. 

Workbench provides role-based Web ap- 
plication deployment, IT control of access to 
mobile VPNs, OTA (over-the-air) updates, 
and the ability to lock an iPhone remotely 
and generate a complete system wipe for lost 
iPhones. Additional features include support 
for certificate-based authentication, the 
ability to run multiple Web applications si- 
multaneously, and an easy-to-use OTA en- 
rollment and configuration process. 



Apple Provides Sneak Peak 
At iPhone OS 4 

In early April, Apple hosted a media event 
to preview upcoming features and capabil- 
ities in iPhone OS 4, due out later this 
summer. The new OS will deliver some fea- 
tures users have been clamoring for, in- 
cluding one that's been on wish lists since the 
very first iPhone: multitasking capabilities. 
No more being confined to one app at a time; 
you'll be able to keep multiple apps running 
and switch between them by tapping the 
home button. In addition, developers will be 
able to have background processes in place at 
all times. For instance, a location-based ser- 
vice could continually monitor the GPS de- 
vice to gather real-time information and help 
you find local services, even if you switch 
away from the location app. 

Apple also added many new enterprise fea- 
tures, including Mobile Device Management, 
which will let IT departments wirelessly con- 
figure and update iPhones to comply with cor- 
porate policies. Emails and attachments will 
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be stored as encrypted data, using the device's 
passcode as the encryption key. SSL VPN will 
be built into the OS, giving a secure connection 
capability to corporate networks. Last but not 
least, Mail has been improved 
to allow multiple Exchange 
accounts and provide a 
new unified inbox for all 
email accounts. 




AT&T Workbench 
works with iPhones 
purchased through a 
company as well as 
personal iPhones used 
to access the company 
network or other 
company services. 
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Skype Mobile Comes To 
Verizon BlackBerry & 
Android Mobile Phones 

Skype Mobile is now available for Verizon 
customers who have a mobile data plan and a 
supported Verizon smartphone. You'll be 
able to make unlimited Skype-to-Skype calls, 
send and receive unlimited Skype instant 
messages, and make international voice calls 
at the current Skype rate. Skype-to-Skype 
calls won't be charged against either your 
phone's voice minutes or its data plan. Skype 
Out calls to normal phone numbers will re- 
quire purchasing Skype credits. 
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Aiming for a bar set by Apple and 
others, Verizon launched its own app 
store in late March. 

Verizon Launches Its Own 
App Store 

Not to be left behind in the app store gold 
rush, on March 29, Verizon launched its own 
app store, with applications for the Black- 
Berry Storm 2; apps for other supported 
smartphones will be added over time. The 
Verizon App Store will add any apps you 
purchase to your phone bill, so you can grab 
an app without breaking out your credit card. 

BlackBerry Beta Zone & New 
Desktop Manager 

Research In Motion opened up a new 
beta service to allow its customers to access 
preproduction and beta versions of new ap- 
plications. In exchange, Beta Zone users will 
be expected to help catalog bugs, suggest 
improvements to applications, and validate 
technical documentation. Registration is 
free, and there are no prerequisites to join, 




If you'd like to have a little input into 
BlackBerry apps, and you're willing to 
help catalog bugs (if any), join the 
new BlackBerry Beta Zone. 

although specific applications in the Beta 
Zone may have their own requirements. 

While you're at the BlackBerry Web site, be 
sure to download BlackBerry Desktop Man- 
ager 5.0.1.37. The Desktop Manager simplifies 
the process of syncing your computer and 
smartphone. The latest version lets you use 
BlackBerry Media Sync or Roxio Media Man- 
ager to keep a handle on media, provides 
faster email and contact syncing, and is com- 
patible with the newest BlackBerry devices. 

Verizon Wireless Provides 
Updates For Your Droid 

The latest Android updates from Verizon 
Wireless let you pinch to zoom when using 
Google Maps or the browser or gallery apps on 
your Motorola Droid smartphone. New 
weather and news widgets pull data from the 
Web to ensure your Droid isn't 
behind the times. There's also 
a new voice-to-text entry fea- 
ture, plus a series of overall im- 
provements, including support 
for Yahoo! Mail, improved 
handset audio, updated Goo- 
gle Maps, and an improved 
pattern-lock function. 




Google Maps & 
Google Buzz 
For Android 

Google Maps for Android 
devices has been updated to 
version 4.1, with refined search 
capabilities and a simpler 
single-page view that replaces 
tabbed results. To move on to 
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With the Google Buzz 
widget, you can upload a 
buzz in the background 
while you work on the 
next one. 



additional results or revisit previous results, 
you can use your fingers to swipe the page. 

The new Google Buzz widget for Android 
makes it easy to post text and images, along 
with location information, if you wish. The 
widget will upload your buzz in the back- 
ground, so you can quickly get back to more 
important activities. 

T-Mobile Rolls Out The Fastest 3G 
Wireless Network 

T-Mobile recently unveiled plans to upgrade 
its current 3G network with new technology 
that will use HSPA+ (High Speed Packet 
Access Plus). By the end of 2010, T-Mobile ex- 
pects to roll out the HSPA+ technology across 
its entire 3G network, including 100 metropol- 
itan areas and affecting 185 million people. 

T-Mobile says its new HSPA+ network 
will be up to three times faster than existing 
competing 3G networks, including those of 
AT&T, Sprint, and Verizon. 

Vlingo Adds SafeReader To 
Vlingo For BlackBerry 

SafeReader is an update to Vlingo's pop- 
ular mobile voice application that can read in- 
coming text and email messages aloud. 
Vlingo speech-to-text technology is already 
used to create and send email messages and 
text without keying in commands or typing in 
characters. With the addition of SafeReader, 
you'll never have to take your eyes off the 
road to review text and email messages. 

BlackBerry Storm Gets Its Own 
Google Mobile App 

It's been a long wait, but 
Google has finally released a 
version of Google Mobile App 
that's tailored to the touch- 
screen of the BlackBerry Storm 
and Storm 2. You can now use 
your voice instead of your fin- 
gers to perform searches. The 
search function also works for 
finding email and contacts on 
BlackBerry Storm devices. 
Google Mobile App provides 
search suggestions as well as a 
search history, so you can 
quickly recall past searches 
you may use often. 

by Tom Nelson and 
Mary O'Connor 
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Long Term 

Evolution 

A Primer & Status Report 




What Is LTE? 

LTE is a wireless broadband standard de- 
veloped by mobile operators. Most simply, 
mobile broadband gives users the ability to 
connect to the Internet via a portable device, 
such as a laptop or mobile phone, anywhere at 
any time. It is akin to a Wi-Fi network, but 
with seamless access, faster speeds, and greater 
coverage areas. Although it is considered to 
be the next 4G (fourth generation) wireless 
technology, LTE doesn't yet meet ITU (Inter- 
national Telecommunication Union) standards 
and cannot technically be called 4G. 

Backing LTE is Verizon Wireless, AT&T, 
and Motorola, among others, who are working 
together to implement LTE across the United 



States. In terms of deployment, LTE is cur- 
rently in second place behind WiMAX, which 
is supported by Sprint-Nextel, Intel, and 
Comcast, among others. Clearwire, a wireless 
broadband Internet service provider with part- 
ners that include Comcast, Google, Intel, and 
Sprint, offers a WiMAX service called Clear. 
Clear service has already been deployed in 
more than two dozen cities, most recently in 
Houston. And several WiMAX-enabled de- 
vices, such as mobile phones and notebooks, 
have also been released. 

LTE, on the other hand, has only recently 
been tested successfully. In a showy demon- 
stration at the April 2009 International CTIA 
Wireless show, for example, Motorola tested 



LTE technology by displaying video streamed 
via LTE to monitors inside a van and per- 
forming similar tests as the van moved 
through Las Vegas. The results yielded 
10Mbps transfer speeds with very little dis- 
ruption as the van moved through the city, in- 
dicating that handoff from one LTE site to the 
next could result in a seamless experience for 
users even in an urban environment. 

Starting in August 2009, Verizon began 
field-testing LTE in Boston and Seattle and 
found transfer speeds to be significantly 
greater than those on the 3G network, hitting 
peak speeds of 40 to 50Mbps for downloads 
and 20 to 25Mbps for uploads. 

Despite the lead that WiMAX currently 
has over LTE, many WiMAX and LTE sup- 
porters alike feel that LTE will win over in 
the end. Although it may not seem likely, this 
ideal is upheld mainly because, for mobile 
operators, LTE is the natural path in in- 
creasing their data-carrying capacity, simply 
because LTE requires only new software to 
be applied, whereas WiMAX requires a new 
network to be built. 

Can't We All Just Get Along? 

LTE's most recent and surprising news 
comes from the 2010 CTIA Wireless show 
in Las Vegas, where Clearwire CEO Bill 
Morrow and Sprint CEO Dan Hesse each ex- 
pressed the possibility of moving to LTE in 




Sprint's latest WiMAX-enabled smartphone, 
the HTC Evo 4G, has a touchscreen that's 
30% larger than that of the Apple iPhone. 
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the future. In his speech, Morrow commented 
that strides should be made to unite WiMAX 
and LTE and that service providers should 
allow users to roam between WiMAX and 
LTE networks using devices that are compat- 
ible with both standards. Likewise, Hesse re- 
marked that the reason Sprint-Nextel chose 
WiMAX in the first place was because it was 
simply time to market the technology that 
was currently available. 

Despite these converging statements, 
Verizon spokesmen have reportedly stated 
that interoperability with WiMAX is not some- 
thing they're interested in. And AT&T said, 
rather frankly, that it will not support WiMAX. 

The CTIA show had another announce- 
ment from Sprint, which unveiled the HTC 
Evo 4G, the first 4G smartphone to hit the 
market. The HTC Evo will support Sprint's 
CDMA network as well as WiMAX and 
sports features such as a 4.3-inch screen, an 
8MP camera for still shots, 720p video cap- 
ture, and the Google-backed Android mobile 
operating system. The smartphone joins a 
group of about 30 other devices that also sup- 
port WiMAX, including Dell's Inspiron Mini 
10 netbook, which added WiMAX capabili- 
ties in the beginning of April. 

TD-LTE 

Although WiMAX currently has the upper 
hand in the mobile broadband market, LTE 
recently released a secret weapon: TD-LTE. 
Also called LTE- Advanced, TD-LTE is an up- 
grade to traditional LTE that combines fea- 
tures from both LTE and WiMAX. Like 
WiMAX, TD-LTE will use only one radio 
channel to transfer data in both directions, 
that is, to download and upload data. 
Traditional LTE uses two radio channels, one 
for downloads, the other for uploads. 
Because users typically download more data 



than they upload, the upload channel is 
largely under-used. As a whole, the introduc- 
tion of TD-LTE will make LTE faster and 
more efficient. A trial for TD-LTE is set to 
start in May in Shanghai. 

Volga 

Proponents of LTE have recently been 
working to establish VoLGA (Voice over LTE 
via Generic Access), the delivery of voice 
and messaging services over the 
LTE network. Several mobile 
operators and manufactur- 
ers, including HTC, LG 
Electronics, Motorola, 
and T-Mobile, have 
banded together 
to create the 



And The Winner Is. .. 

WiMAX will continue to deploy Clear 
service to additional cities, such as Los 
Angeles, Miami, St. Louis, Cincinnati, 
Cleveland, Pittsburgh, and Salt Lake City, 
most likely by the end of 2010. LTE should 
begin to see deployment by the end of 2010, 




VoLGA Forum. The 

forum's goal is to provide users with seam- 
less access to voice, SMS, and other services as 
they travel between GSM (Global System for 
Mobile Communications), UMTS (Universal 
Mobile Telecommunications System), and LTE 
networks. VoLGA is still in the building stages, 
but recent tests from Kineto Wireless and 
Deutsche Telekom have found that VoLGA 
performs 40% faster than traditional 3G net- 
work call-setup times and 65% faster than 
other experimental LTE voice technologies. 



At the 
International CTIA 
Wireless show last April 
in Las Vegas, Motorola 
used a van with video 
displays inside to demonstrate 
how fast and seamlessly LTE could 
operate on the go in an urban area. 

and products with LTE compatibility hit the 
markets in the first half of 2011. As strides 
continue to be made for each mobile broad- 
band standard, only time will tell which will 
come out on top. 

by Kris Glaser Brambila 



LTE & WiMAX At A Glance 




Other Names You'll See 


Backed By 


Number Of Supported 
Networks In the U.S. 


Available Devices 


LTE 
WiMAX 


3GPP, 4G, TD-LTE 
IEEE 802.16, 4G, Clear 


Verizon Wireless, AT&T, 
Motorola 


Currently 28 

Verizon to launch 25 to 
30 by end of 2010 


Smartphones, note- 
books, netbooks 

Currently none; could 
see smartphones by 
2011 


Sprint-Nextel, Intel, 
Nokia 
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Gadgets On 

The Move 

Simple Advice 

For Traveling With Electronics 




Tips For Traveling Abroad 

If you want to keep all of your gadgets 
when you're passing through TSA security, 
it's always a good idea to know what you 
can't bring with you in your carry-on. Sharp 
objects are always a no-no, so don't acciden- 
tally shove any pocket knives or shavers in 
your netbook case. 

According to the TSA's "special items" reg- 
ulations, you will be asked to remove over- 
sized electronics — such as laptops, large 
gaming consoles, and video cameras — from 
carry-on luggage in order to submit them for 
X-ray screening. You are allowed to store small 
gadgets, including smartphones and MP3 
players, in your carry-on. If you're unsure 
about which laptop bags are checkpoint-ap- 
propriate, read the TSA's Checkpoint Friendly 
Laptop Bag Procedures at bit.ly/Eivfp. 

You can simply pack and transport many 
electronics without thinking twice about how 
they will operate in a foreign country, but 
smartphones require a more "worldly" out- 
look. With some wireless carriers, you can 
take advantage of overseas-compatible smart- 
phones, which means you won't have to alter 
the way you do business over the phone, even 
when you're stepping off the plane in Japan. 
If you're in the market for an international 
phone, you'll need a quad-band (850/900/ 
1800/1900MHz) model that's compatible with 
global GSM technology, which is used in 
Europe and many other parts of the world. 
Verizon and Sprint feature quad-band phones, 
but they require a special SIM chip for over- 
seas operation. There's always the option of 
renting or buying a phone at your destination 
country, too 

Organize Your (Electronic) Chaos 

In the same way you might take inventory 
of the valuable possessions in your home in 




Belkin's Mini Surge Protector with USB 
Charger ($24.99; www.belkin.com) is a 
portable multioutlet charger for charging a 
broad range of electronics. 
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The USB Cell rechargeable batteries (prices 
vary; www.usbcell.com) convert to a built-in 
USB drive that charges while it's plugged 
into a port, so you don't waste any AA 
batteries you might need. 

the event of a fire, write down a list of the 
electronics you plan to carry when you 
travel. This will come in handy if your lug- 
gage becomes lost or damaged. To keep tabs 
on smaller electronics, always store them in 
one spot so you'll be more aware of any de- 
vice that isn't stowed in its proper place. And 
when deplaning, don't forget to quickly scan 
for any gadgets that may have slipped out of 
your pockets. USB drives are the "keys" of 
electronic devices — easy to use, but easy to 
lose. Instead of fretting over where in the 
world you put them, though, you could in- 
vest in a pocket-sized USB drive case, such as 
the 6 Capacity USB Drive Shuttle from Case 
Logic ($6.99; www.caselogic.com). 

Even as electronics become increasingly 
smaller, there are still cables, cords, and ac- 
cessories to keep track of. These items can be- 
come a nuisance if not properly organized 
and packed. You can start by labeling your 
devices and their accompanying charging 
and syncing cables with your name, address, 
and phone number, because if you lose these 
items in an airport, neither the TSA nor a 
kind stranger will know to whom they 
should be returned without the help of your 
contact information. 

Data & Electronics Safekeeping 

Half the battle when traveling with sensi- 
tive data is knowing how to keep it intact and 



E3 AirportWiFi Guide 



accessible wherever you go. More specifically, 
it's about keeping your hard drive, in whatever 
form, completely safe. To ensure that your 
files, folders, and programs remain safe, look 
to either hardware-based encryption (where 
the encryption key is stored in the device) or 
software-based encryption (where the encryp- 
tion key is stored in the device's memory) for 
your laptop, portable hard drive, and USB 
drives. Password-protecting data on your 
laptop gives you control of what you've saved. 
This helps to prevent strangers from accessing 
such things as corporate financial statistics. 
Some hard drives come with factory-installed 
self-encryption software that lets you manage 
and secure vital data. 

If you're also trekking around with a hand- 
ful of memory cards, there's a risk that one 
might slip into the abyss known as the bottom 
of a carry-on. To avoid the annoying dive into 
the depths of your bag, you can 
use a device such as the Stash- 
Card ($9.95; www.stashcard 
.com), a storage compartment 
that can hold cards (and other 
valuables) when it's inserted 
into your laptop card slot. 

Mobile Charging 

Prior to arriving at the air- 
port, ensure that you have 
charged all of your electronic 
devices, so you don't forget 
them if you choose to plug them 
in while waiting at your gate. 
Portable charging valets will 
help you charge multiple elec- 
tronic devices in your hotel. The 
Sharper Image Travel Charging 
Valet ($39.99; www. sharper 
image.com) is one convenient 
example. Or, if your sales calls 
are rapidly draining your bat- 
tery when you're walking in 
the city, you can use the Solio 
Classic Hybrid Solar Battery 
Charger ($79.95; www. solio 
.com), which is designed to 
charge your electronics (via 
adapter) anywhere there is sun- 
light. Another eco-friendly way 

to save battery juice is to turn 

off your Wi-Fi and Bluetooth features when 
you don't need them, as wireless features 
continue to draw power in the background. 
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Gears is installed 





AirportWiFiGuide.com 
(www.airportwifiguide 
.com) offers a directory 
of airports that provide 
wireless Internet service. 
Use it as a resource 
when you're looking for 
Wi-Fi connectivity 
during layovers. 



Even if you can't get a strong Wi-Fi 
connection, you can access your Gmail 
account (and open emails) by downloading 
Gears (free; gears.google.com). 

Wi-Fi Connectivity 

In years past, it could be difficult to make 
an Internet connection while traveling (espe- 
cially when traveling abroad) because de- 
vices relied on wired connections. But all you 
really need now is a Wi-Fi-capable device, so 
you can access hotspots that are now widely 
available. Locating Wi-Fi con- 
nections for your gadgets is 
also less complicated than you 
might imagine; you can log in 
to sites such as Gwifi.net or 
Wigle.net to search for hotspots 
at your current position or your 
next metropolitan stop. 

Finding a Wi-Fi hotspot in 
your hotel might appear easy 
when the Web site says "Wi-Fi 
access available," but this term 
could mean a number of things. 
If possible, find out what the 
hotel truly offers. Is it free? And, 
if so, is it free for everyone? Do 
guests need a password? Is it 
available in every room or only 
in the lobby or lounge? There 
could be hidden online fees, as 
well, so don't forget to read any 
fine print or ask questions. 

Airport Wi-Fi connections 
are hit and miss, but an in- 
creasing number of domestic 
and international terminals are 
providing Wi-Fi, even if it re- 
quires an hourly or daily fee. A 
number of airports — such as 
Chicago O'Hare, Minneapolis- 
St. Paul, Salt Lake City, and 

San Francisco — use the Boingo 

Wireless service and charge $7.95 per day for 
Wi-Fi connectivity. 

by Joanna Safford 
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^ Display Album Art On Android 

When playing music files on your An- 
droid phone, you may have noticed that the 
music player application doesn't always dis- 
play album art for the currently playing song. 
There are a couple of reasons for this, and, 
subsequently, there are a couple of things 
you can do to fix this. The first thing you 
need to know is that Android recognizes 
album art in two ways, either as an image file 
that exists within a folder of songs or as art 
embedded within each song. 

The former option requires that each song 
in your Android's Music directory exist within 
its own folder, either alone or with other songs 
from the same album. The Music application 
will display cover art if there's an image file in 
that folder called AlbumArt.jpg. Depending on 
the applications you used to create and play 
your audio files, the AlbumArt.jpg file may al- 
ready exist within each album folder. If this is 
the case, you just need to copy the folder with 
the song and AlbumArt.jpg file to get the ap- 
plication to display cover art correctly. 

If the AlbumArt.jpg file doesn't exist in 
one or more of your album folders, then visit 
www.albumart.org, find the cover art, click 
the magnifying glass icon to view the full- 
sized image, right-click the image, click Save 
Image As, and then save it in the associated 
album folder as AlbumArt.jpg. This method 
can make adding music to your device some- 
what tedious, especially if you have a larger 
music collection than can fit on your smart- 
phone. If you only want a few whole albums 
on your device, you may prefer this option. 

The alternative method involves manually 
embedding album art into each song using a 
third-party application, such as Apple iTunes 
(www.apple.com/itunes) or MediaMonkey 
(www.mediamonkey.com). With embedded 
album art, you can just drag and drop indi- 
vidual songs, without the album folders and 
standalone AlbumArt.jpg images, into your 
Android's Music directory and still see 
album art as the song plays. Keep in mind, 
embedding album art slightly increases the 
size of the audio file. First, visit www.album 
art.org, find the cover art, click the magni- 
fying glass icon to view the full-sized image, 
right-click the image, and then click Copy 
Image. If you use a Mac, then you can use 
iTunes to embed album art. Browse to the 
album from your iTunes music library, click 
the first song in an album, press and hold the 
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Access your phone using 
the Open Folder To View 
Files option. 



Shift key, and then click the last song to select 
all songs in the album. Right-click the high- 
lighted group, click Get Info, right-click the 
Artwork box on the Info tab, click Paste, and 
then click OK. Now, each song should have 
the album art embedded. 

Windows users will need to use a different 
third-party application because Windows 
Media Player saved album art as separate files 
located in each album folder, and iTunes' 
embed operation doesn't work in Windows. 
MediaMonkey is the utility we used, but sev- 
eral others are capable of embedding album 
art. Start by visiting www.mediamonkey.com 
and installing the free version of the Media- 
Monkey software, making sure to direct the 
application to your music directory on your 
PC. Next, navigate to your music using the 
folder tree in the left pane of the window so 



that your music collection appears in the right 
pane. Click and drag your cursor over the 
songs in a single album and press Ctrl-L to 
launch MediaMonkey's Auto-Tag From Web 
utility. Click Options and then click Save 
Image To Tag (If Possible). The appropriate 
album artwork should have appeared when 
you launched the utility, but if it didn't, you 
may need to search manually. Once you find 
the appropriate artwork, click the checkbox at 
the top of the song list to select all songs and 
then click Auto-Tag. 

-, BLACKBERRY 
Transfer Files & Media 

You can transfer files from your PC to your 
BlackBerry in a variety of ways. Depending 
on the version you installed on your PC, the 
BlackBerry Desktop Manager offers one or 
two ways to transfer files and media between 
your PC and BlackBerry device. Connect your 
BlackBerry to your PC, launch the BlackBerry 
Desktop Manager, and then click Media. If 
you see the Media Manager option and a 
Launch button, then you can use this utility to 
add songs and images to your device. Click 
Launch to access a Windows Explorer-like in- 
terface that lets you browse the files on your 
PC from the right-most tab in the left pane 
and the files on your BlackBerry in the left- 
most tab in the left pane. Simply right-click 
the files from your PC, click Copy, click the 
My Media Tab to access your BlackBerry's 
files, navigate to the appropriate location on 
your BlackBerry, right-click in an open space 
on the right pane, and then click Paste. You 
can also add digital media in formats that are 
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^ Sync Music 



BlackBerry 
Media Sync 
lets you transfer 
media files 
between your 
PC and your 
BlackBerry. 
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compatible with your BlackBerry by clicking 
the Add Digital Media button from the top of 
the Media Manager interface. 

If you can't access that Media Manager, 
then click the Launch button associated with 
BlackBerry Media Sync. From this utility, you 
can transfer photos and music from your 
iTunes or Windows Media Player libraries. 
The first time you use BlackBerry Media Sync, 
the welcome screen lets you choose where to 
store your media, the amount of memory you 
want to keep free, and whether to use iTunes 
or Windows Media Player as your media li- 
brary. Click OK when you've made your se- 
lections. If you'd like to adjust any of these 
settings later, just click the Options icon on 
the right side of the interface and then click 
the Device tab. Use the Music and Pictures 
tabs to sync the respective types of media files 
and then click the Sync Music and Sync 
Pictures buttons from the lower-right corner 
of the interface to begin the transfer. 

Another way you can move files to your 
BlackBerry is by installing a microSD card 
and using Mass Storage Mode. Start by con- 
necting your BlackBerry to your PC with the 
USB cable. On the device, choose Yes when 
asked if you want to turn on Mass Storage 
Mode. Next, open My Computer (in Win- 
dows XP) or Computer (in Windows Vista/ 7) 
on your PC. Browse your removable devices 



BlackBerry. On your BlackBerry, select Set- 
tings, Options, and Bluetooth; press the Menu 
key; select Enable Bluetooth; press the Menu 
key again; and select Add Device (change the 
name of your device if prompted), Search or 
Listen, and OK. Select the Bluetooth-enabled 
device and, if prompted, enter the passkey to 
pair the two devices. You may need to consult 
the other Bluetooth device's manual for help 
with pairing. Once both devices are paired, 
you can easily transfer music and video files. 
Just configure the sending device to send a 
media file; launch the Media application on 
your BlackBerry; select the media type, such as 
Music; press the Menu key; click Receive Using 
Bluetooth; click Yes; and then click Save. 

IPHONE 

^ Force Quit Applications 

If you're using an application and it freezes 
or you suspect that it is slowing down the 
iPhone considerably, then forcing it to shut 
down might be necessary. Using iPhone OS 
versions 1.x and 2.x, holding down the Home 
button enabled you to force quit applications 
and return to the Home screen, but with ver- 
sion 3.x and newer, pressing and holding the 
Home button activates Voice Control. To force 
quit using iPhone OS 3.x or later, press and 
hold the Sleep button until you see the Slide 
To Power Off screen, then press and hold the 




Mac users can 
embed album art 
using iTunes. 



and double-click to open the BlackBerry 
storage location. Then, just copy and paste or 
drag and drop files from your PC to the 
BlackBerry folder of your choosing. 

The third way to transfer files to your 
BlackBerry is via Bluetooth. To accept a 
media file using Bluetooth, start by turning 
on the Bluetooth radio in both the sending 
device (see your device manual) and the 



Home button for approximately six seconds 
until the application closes. 

^ Share Videos In MobileMe 
Gallery 

Apple's MobileMe (www.me.com) service 
lets you sync email, contacts, calendars, 
photos, and videos between your PC, iPhone, 
Mac, and even the iPad. You can get a free 




Share videos with friends and family by 
uploading them to your MobileMe Gallery. 




Tap Send To MobileMe to share your 
photos and videos. 

60-day trial of the service when signing up 
for the first time, but Individual (20GB for 
$99 per year) and Family Pack (40GB for $149 
per year) subscriptions let you store files and 
access them from a variety of your devices. 
One of MobileMe's coolest features is the 
photo- and video-sharing capability, which 
lets you upload images and videos to your 
Gallery; your friends and family can visit 
your gallery and view your stuff online. If 
you have an iPhone 3GS, you can start 
sharing videos to your MobileMe Gallery. 
Just open the Camera, navigate to the Cam- 
era Roll, tap a video you want to share, tap 
the arrow icon in the lower-left corner of the 
screen, tap Send To MobileMe, give the video 
a title, select an album, and then tap Publish. 
If you don't have any albums, a directory ti- 
tled New Album will be created. Now your 
friends and family can view your iPhone- 
enabled exploits in living color. 

SYMBIAN 

^ Free Walk & Drive Navigation 

From Ovi Maps 

Several devices, including the Nokia E72, 
Nokia N97 mini, and X6, have had free access 
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to walk and drive navigation from Ovi Maps 
for several months, effectively making them 
fully functional PNDs (personal navigation 
devices). But now, select Nokia S60 3rd Edi- 
tion device users, including those with the 
Nokia E71 and Nokia E66, can access free 
walk and drive navigation via the latest ver- 
sion of Ovi Maps. To install Ovi Maps with 




Kensington Road 
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Ovi Maps now brings even 
more users free walk and 
drive navigation. 



free navigation on Nokia E71 and Nokia E66, 
download the updated Ovi Maps application 
from nokia.com/maps by clicking the Down- 
load Ovi Maps button on this Web site. Once 
installed, navigate to your installed applica- 
tions folder and launch Ovi Maps. If you try 
to access Ovi Maps without updating it, you 
will be prompted to pay to enable drive and 
walk navigation. According to Nokia, other 
features such as Michelin and Lonely Planet 
guides cannot be backported to the E71 and 
E66. Nokia also said that all future Nokia 
models will support free walk and drive nav- 
igation from day one. 

WEBOS 

^ Take Screenshots 

If you're trying to help a fellow Pre or Pixi 
user find an obscure function, taking screen- 
shots from your device can really help get 
your point across. You can also use screen- 
shots to show off your new wallpaper or 
themes. Palm built a screenshot-taking func- 
tionality into webOS. To take a screenshot, 
just press the Orange, Sym, and P keys simul- 
taneously. To find your screenshots, just nav- 
igate to the Screen Captures folder in the 
Photos app. 



^ Programming Phone Numbers 
With Extensions 

Saving phone numbers with extensions is 
possible with your webOS-based device. 
Start by launching the Contacts application, 
navigating to the contact to which you want 
to add the phone number and extension, or 
adding a new contact. In the new Phone 
Number field, enter the phone number as 
you would normally, type the letter P be- 
fore the extension, and then input the exten- 
sion. Now when you call this number, the 
phone will display a box with the extension 
in it; listen, and when you're prompted to 
enter an extension, just tap the extension 
box to dial it. 

You can also program pauses into your 
numbers, which automatically pauses the di- 
aling to accommodate automated phone sys- 
tems. Anywhere the phone system presents 
you with a numerical option, insert a T just 
before typing the option you want to access. 
For instance, enter the main number as you 
would normally in your Contacts application, 
then type a T to insert a two-second pause 
between dialing the main number and di- 
aling the following numbers. If a two-second 
pause isn't long enough, you can lengthen 
the pause by an additional two seconds for 
every "T" you add. For instance, 402-555- 
1234TT1T5678 will dial the main number; 
wait two seconds, then dial "1" for a com- 
pany directory, then wait four seconds before 
dialing the extension "5678." 




Adding pauses can help you 
navigate automated phone 
systems quickly and effortlessly. 



WINDOWS MOBILE 

^ Adjust Voicemail Pickup Time 

You can manually adjust the number of 
rings a caller hears or the duration of a ring 
before the caller is transferred to voicemail. 
To do this, select Start, Settings, Phone, 
Services, Call Forwarding, and Get Settings. 
Adjust the Forward After value to change the 
amount of time the caller waits before his call 
is sent to voicemail. You can also input an- 
other phone number to which the phone will 
forward calls if you don't answer. Just mark 
the appropriate checkbox and press the 
Escape key to save your settings. 

by Andrew Leibman 



Phone: Call Forwarding 
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You can manually 
shorten or lengthen 
the amount of time 
before calls go 
to voicemail. 
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Cloud Computing News For Businesses Large & Small 



1 &1 Internet & Zoho Team Up 

■ What do you get when you combine a big Internet provider like 
l&l Internet (order.landl.com) and a maker of popular, full-featured 
online productivity, collaboration, and business applications such as 
Zoho (www.zoho.com)? Apparently, a recipe for cloud products de- 
signed for SMBs. 

Both companies have expertise in cloud solutions, and the first 
product from the joint efforts will be l&l Online Office, which will 
consist of browser-based word processing, spreadsheet, and presenta- 
tion applications, l&l Online Office is scheduled to launch in 
Germany and the UK sometime in the first half of 2010; there's no 
word yet on U.S. availability. 

The marriage brings together Zoho's impressively comprehensive 
suite of online tools with the experience and stout infrastructure capa- 
bilities of l&l. 



LiveOffice Joins The CSA 

■ With security concerns hanging over seemingly every cloud 
product, service, and operation, it's somewhat reassuring when a 
group such as LiveOffice (www.liveoffice.com) decides to participate 
in the CSA (Cloud Security Alliance). The CSA is a nonprofit com- 
prised of industry experts from a variety of technology companies 
that is dedicated to promoting best practices for cloud security and 
educating consumers and cloud providers alike about cloud com- 
puting uses and security solutions. 

Founded in 1998, LiveOffice offers SaaS email archiving, email 
compliance, and email continuity solutions. The company joins 
dozens of other corporate members of the CSA, including AT&T, 
Cisco, Dell, Google, HP, Intel, Microsoft, and many others. LiveOffice 
will work with other companies on the CSA's Security and Advisory 
Council to develop information security solutions for the cloud. 



Google Apps Marketplace 

■ The business-class version of Google Apps received a significant 
boost with the launch of Google Apps Marketplace (www. google 
.com /enterprise /marketplace). Google business apps include the pre- 
dictable standbys (Gmail For Business, Google Calender, Google Docs, 
and more), but with Google Apps Marketplace, developers and con- 
sumers alike can benefit from Web applications designed to be inte- 
grated with Google Apps. These Web apps add functionality to Google 
Apps and don't require a second (or third) login to use — everything 
happens within one Google sign-on and "feels" like Google. 

Google Apps Marketplace partners include eFax, FreshBooks, 
Intuit, and Zoho. Categories include accounting, finance, and docu- 
ment management, among many others. The only catch regarding 
these apps is that in order to use the tools in the Marketplace, you 
need to be a Google Apps user. You can become a Google Apps user 
free for 30 days; after the trial period, the price is $50 per user per year, 
requires a flat fee of $100 plus a 20% revenue share; according to Google, 
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VerticalResponsefor ^/ 
Google Apps Mer 

VerticalResponse works seamlessly 

and run your business. Step up your 
marketing game with professional 
emails, surveys & postcards -- no 
technical expertise required! 


ticalResponse A 





The Google Apps Marketplace offers developers the opportunity 
to build Web applications that integrate with Google Apps. 

For developers, participating in the Google Apps Marketplace 
it's easy to program apps to integrate with Google Apps. 
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Dell Joins 

The Cloud Party 

■ Dell (www.dell.com) is the latest big-name 
player to join the cloud game. Dell's DCS (Data 
Center Solutions) team has been working with 
cloud service providers for quite awhile and 
has thereby developed a certain amount of 
cloud experience, which it is now leveraging to 
create its own cloud products and services. The 
company recently announced its slew of cloud 
offerings, broken down into four groups: the 
Dell Cloud solution for Web applications, Dell 
PowerEdge C-Series Servers, Dell Cloud 
Partner Program, and integrated solution ser- 
vices from Dell Services. 

Dell's Web applications solutions will be 
pretested and preassembled hardware, soft- 
ware, and services. The first available of- 
fering in this category will be Dell Cloud, a 
PaaS (platform-as-a-service) product that will 
combine Dell hardware and services with 
Joyent (www.joyent.com) software. 

The server side of Dell's cloud solutions will 
be populated by the PowerEdge C-Series of 
servers, including the PowerEdge C1100, 
C2100, and C6100, designed to handle every- 
thing from HPC to social networking to cloud 
building. Each server has a unique focus, how- 
ever. For example, the CI 100 is optimized for 
power efficiency, memory, and clustering, 
while the C2100 is geared toward high-perfor- 
mance data analytics and storage. 
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Google 

Conficker & The Cloud 

Here's a little jolt to the system: According to criteria he set forth in a keynote titled "Cloud 
Computing for Criminals" at the Cloud Connect conference in Silicon Valley in March, 
Rodney Joffe, senior vice president and senior technologist at Neustar, noted that the largest 
cloud computing system in the world is the infamous Conficker worm. By his calculations, 
Conficker has 18 million CPUs and 28Tbps of bandwidth in 230 countries, easily dwarfing 
the second-largest cloud system, Google (1 million CPUs and 1.5Tbps of bandwidth). 

The feat is perhaps depressing because, by Joffe's estimation, this criminal enterprise is 
18 times larger than Google's own massive cloud system; however, it's also rather impres- 
sive, as the group found a way to get an awful lot for nothing. Conficker steals resources 
from others by making a vast network of zombie machines; there are no ethical qualms or 
legal quandaries to worry about; and because of the nature of its acquisitions, it encom- 
passes virtually every type of operating system and is found in almost every country. 

Granted, it's not a cloud system in the same manner as a Google or an Amazon.com, 
but its resources can be "rented" out as a cloud service by other criminals. Joffe's aim 
was to illustrate that companies need to protect their infrastructure and applications, take 
appropriate security precautions, and make sure your cloud vendor knows how you typ- 
ically act so that it will notice if you've been compromised by something like Conficker. 



With industry partners Aster Data (www 
.asterdata.com), Greenplum (www. green 
plum.com), Canonical (www. canonical), 
VMware (www.vmware.com), and Microsoft 
(www.microsoft.com) participating in its 
Cloud Partner Program, Dell is able to offer 
and support data analytics, self-service data 



warehousing, and IaaS (infrastructure as a 
service). Dell's cloud suite also includes ser- 
vices designed to help customers throughout 
the entire cloud life cycle, with everything 
from initial assessment through deployment 
to management. 

by Seth Colaner 



VMware Backs Hybrid Cloud Model 

■ VMware, known for its virtualization software, is making a play for the cloud market by em- 
phasizing hybrid clouds with its VMware cloud services. The company sees cloud com- 
puting as both architecture (a means to compile resources to achieve better 
efficiency and flexibility) and service (a means for companies to use the re- 
sources of other companies). In VMware's vision, the former is internal, while 
the latter is external, and both are important — hence the emphasis on a 
hybrid of the two types of clouds. 

The company wants to be sure both types of clouds 
enjoy seamless interoperability, which it believes vir- 
tualization is best suited to deliver. To deliver on 
that vision, VMware is operating system-agnostic 
and is working with its customers to develop 
common infrastructure and management tools. 
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Although Facebook and other 
social networking sites may 
offer quite a bit in the way of 
privacy settings and education, 
the information can become 
rather convoluted. 



There's no longer any debate — social 
networking is here to stay, a reality to 
which every worker and company 
needs to adapt. Partially, this is the result of a 
younger workforce, which is increasingly 
populated with people who came of age with 
social networking and see it as an indispen- 
sible part of their lives. Workers of all ages are 
using social media, as well, though, and not 
just Facebook and Twitter. Professional sites 
such as Linkedln are also hugely popular. 
And, of course, an increasing number of busi- 
nesses are adopting social networking strate- 
gies for marketing and research purposes. 

However, like an excited toddler eager to 
explore the world across the street, tech- 
nology tends to make great strides forward 
without considering safety issues until well 
after the fact. Social networking is no excep- 
tion. People have seized upon the tremen- 
dous social and business benefits of social 



networking sites, leaving security profes- 
sionals (not to mention the sites' creators) 
constantly scrambling to catch up on issues 
of privacy, safety, and ethics. 

Security & Privacy 

When discussing security and privacy in 
regard to social networking, the two have sep- 
arate definitions but are usually linked in real- 
world situations. Security is generally defined 
by how well a site or company can thwart 
hackers and stymie malware attacks on their 
firewalls; privacy has more to do with how 
much information a social networking service 
collects and how it shares that data. 

Privacy is a tricky issue, because users 
have the ability to control what information 
they place on a site and can generally use 
site-provided settings to control how much of 
their information can be seen and by whom. 
However, privacy settings can be confusing 



to some users, especially when a site changes 
its privacy policies too frequently. 

Some cases of privacy violations or security 
breaches on a social networking site occur be- 
cause of a glitch or bug in a service provider's 
product. For example, earlier this year, a bug 
in Facebook's messaging service sent email 
messages to the wrong inboxes. The problem 
was corrected quickly, but it surely had mil- 
lions of users frantically checking their Sent 
lists to make sure they weren't affected. In 
cases like these, you can conflate security and 
privacy: Facebook failed to offer acceptable pri- 
vacy, and that posed a security risk to its users. 

Last year, a French hacker named Hacker 
Croll broke into Twitter through fairly simple 
means — no special code or software, just 
clever searching (for items such as personal 
details of high-ranking Twitter employees) 
and persistence — and accessed internal com- 
pany documents as well as high-level com- 
pany email accounts. Additionally, social 
networking sites have third-party applica- 
tions that may have vulnerabilities that cyber 
criminals can exploit with malware. 

Attacks of this kind are disturbing, and so- 
cial networking sites must address these is- 
sues and work to make sure these events 
never happen. 

Attacking Common Sense 

Hackers are obvious threats to security, 
but perhaps nothing is as dangerous as a con 
artist in the digital age. The difference be- 
tween a hacker and a con artist is that the 
former breaks in, whereas the latter simply 
persuades you to let him in by subterfuge. 

Con artists have a number of well-known 
methods for bilking people out of passwords, 
personal information, and more. Social engi- 
neering tactics, where a cyber criminal tries to 
trick you into giving up sensitive information 
by posing as a legitimate entity or by gaining 
your trust, are some of the most common. 

A related tactic is personality hijacking, 
which involves creating an online presence for 
someone else without their knowledge or con- 
sent. This is easy to do if you have basic infor- 
mation about a person. With hijacking, a cyber 
criminal can simply assume a false identity 
and damage someone's reputation by sending 
out embarrassing messages or posting unac- 
ceptable comments on a message board or 
blog post; more deviously, a hijacked person- 
ality can be used to coerce information from a 
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friend or colleague of the person whose iden- 
tity was stolen. 

These tactics may be frightening for an in- 
dividual, but the problem is amplified when 
applied to an entire company; consider what 
might happen if a con artist accessed an em- 
ployee's email account and dug up company 
secrets, internal memos, or passwords. 
Damage can also be done if, for example, 
someone created a false identity and posed as 
a company employee on a site such as 
Linkedln and was able to connect with and 
get information from actual employees. 

How To Protect Your Business 

On a corporate level, maintaining an- 
tivirus software and keeping applications 
and operating systems up-to-date goes a long 
way toward fighting malware, although this 
will do little for combating social engineering 
scams. But as daunting as the task of man- 
aging social networking-related security is- 
sues may seem, protecting your business 
from most social networking-enabled attacks 
and vulnerabilities is mostly a matter of edu- 
cation. Employees need to know basic tactics 
for avoiding scams and malware. 

An easy tactic concerns username and 
password strength. Basically, you need to use 
different passwords for different accounts. If 
you use the same password for everything 
from online banking to your online wine of 
the month club, all a criminal has to do is 
figure out a single password to gain access to 
your entire online life. You should also check 
the privacy settings on any social network 
you join; chances are, the default settings 
won't provide an acceptable 
level of privacy. 

Other important strategies 
that may not be immediately 
obvious include logging out 
of every session on a social net- 
working site, especially if you're 
using a shared workstation. Along 
the same lines, never 
let a Web browser on 
a shared machine 
save form infor- 
mation — oth- 
erwise, the 



next user can simply log into a site as you. 
This is especially important if an employee is 
managing a company account — imagine the 
chaos if a ne'er-do-well gained access to your 
corporate Twitter feed or Facebook mar- 
keting page, for example. 

Finally, as a rule, remember that anything 
that you put online is effectively available for 
public viewing. Technically, if privacy settings 
are set correctly, a post on a social networking 
site may not be available for public consump- 
tion, but all it takes is one leak before the 
whole world sees that slightly off-color re- 
mark you intended only for your close friends 
or business partners. It's one thing to send out 
an embarrassing tweet about your crazy 
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Saturday night, for example, but it's quite an- 
other to thoughtlessly tweet about something 
that wasn't supposed to leave the boardroom. 

You Are The Weakest Link 

Although some social networking sites have 
toyed with users' privacy and demonstrated 
security problems more than would make 
most people uncomfortable, the easiest way to 
steal someone's identity or send malware is to 
dupe the user himself. Therefore, the best way 
to protect you and your business from the 
trials of social networking while enjoying the 
benefits is to take responsibility for and control 
over your own user-generated content. 

by Seth Colaner 



Spam, phishing, and 
malware attacks 
perpetrated through 
social networking sites 
increased in 2009. 



(Source: www.sophos.com 
/sophos/docs/eng/papers 
/sophos-security-threat 
-report-jan-2010-wpna.pdf) 



According to the Bringing Social Security To The Online 
Community poll from AVG and the CMO Council, bad 
online habits and security threats abound. Of those polled: 






(Source: www.avg.com.au/files/media/avg. 
socialsecurity_2009-08-26_au.pdf) 



< 










^ 



PC Today/ May 2010 61 



Downtime 



Audio & Video NOTES 



by Blaine Flamig 



iPad = More Accessories Than You Can Count 

■ We're now full-on into the iPad era (iSuppli predicts 7 million sales this year), and accessories 
abound, including Griffin Technology's A-Frame ($49.99; www.griffintechnology.com), a brushed- 
aluminum stand with soft-silicon cradle that seats an iPad even if wrapped in a protective case. When 
not standing erect, the A-Frame folds closed to offer a wrist rest while typing. Griffin's PowerBlock 
for iPad ($29.99), meanwhile, offers 2.1 amps of AC juice via electrical outlets and comes with a de- 
tachable cable. The Powerjolt for iPad ($24.99) is a 12V power adapter for charging the iPad (or 
iPhone or iPod) in a car. 

Kensington (www.kensington.com) has its own iPad car charger available via the PowerBolt 
Micro Car Charger ($24.99), plus a neoprene, black-and-gray Reversible Sleeve ($9.99) for 
iPads, 7- to 10-inch netbooks, and Amazon's Kindle DX and an over-the-shoulder Sling Bag 
($19.99) messenger pouch with soft padding inside and a zipped pocket outside. Vaja's 
(www.vajacases.com) new iPad choices include the leather-clad, handcrafted ivolution Top 
($150); ivolution Top SP ($170) with detachable front cover; and striped Retro Slim Jacket 
($120) with magnetic snap closure. 




Now Playing For Your Ears . . . 

■ We've touted British audio specialist Bowers & Wilkins (www.bowers-wilkins.com) 
on these pages previously for its outstanding Zeppelin iPod speaker docks. Now B&W 

is selling its expen- 
sive ($299.95) but by 
all accounts excellent 
P5 Mobile Hi-Fi head- 
phones, the company's 
first headphones ever. 
Complete with a bat- 
tery-free, noise-isolating design, the P5 includes 40mm Mylar drivers and magnetically 
secured earpads. You also get two detachable 48-inch cords, including one with a built- 
in microphone for iPhone use. 

BlueAnt's new Tl Bluetooth Headset ($79.99; www.myblueant.com) is its first model 
with Wind Armour Technology and Caller Name Announce ability. The wind technology 
mixes patent-pending design touches with proprietary noise-cancelation software "to de- 
liver clear audio in wind speeds up to 22mph" and "the best wind noise reduction of any 
Bluetooth headset on the market." Caller Name Announce lets you accept or deny calls by 
speaking "Answer" or "Ignore." Also included are dual microphones, voice-isolation tech- 
nology, flexible earhooks, AD2P streaming (including turn-by-turn directions from GPS 
apps on mobile phones), and the ability to store as many as 2,000 contacts. 

Motorola (www.motorola.com) says its new H17txt headset ($99.99) is "created to op- 
timize the text-to-speech technology and experience." Paired with Motorola's 
MotoSpeak app, available at various app stores, the headset can read text messages into 
the headset in real time. Configuring an automated response and automatically enabling 
text-to-speech upon powering the headset up are supported, as are translations for up to 
150 acronyms, such as "lol," "btw," and "18r." 




Rhapsody Cuts 
Subscription Price 

The all-you-can-listen-to monthly music subscrip- 
tion service Rhapsody (www.rhapsody.com) has 
undergone several considerable changes recently, 
including dropping its subscription price from 
$14.99 per month to $9.99 monthly. Reportedly, 
Rhapsody has lost nearly 20% of its user base since 
early 2009. The company offers a free 14-day trial for 
the service, which allows for listening on computers, 
home-theater systems, MP3 players, and mobile de- 
vices (including Android, iPhone, and iPod touch 
models) via various apps. Rhapsody subscribers 
will soon be able to download music to their mobile 
phones, as well. 
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Microsoft Ups The Zune HD Ante 

■ Been holding out on buying a Zune HD until a model reached the 64GB barrier? Your time has 
come. Microsoft recently added a 64GB Zune HD model to its previous 16GB and 32GB versions. 
The 64GB model is selling in platinum, black, blue, red, green, purple, and magenta colors exclu- 
sively at ZuneOriginals.com for $349.99. The 16GB and 32GB models' pricing, meanwhile, are now 
$20 cheaper falling to $199.99 and $269.99, respectively. New 64GB model 

owners can store roughly 16,000 songs, 25,000 photos, or 20 
hours of HD video. Microsoft also released new firmware (ver- 
sion 4.5) for the Zune 
HD that lets the Smart 
DJ playlist feature work 
on the player; lets users 
browse, stream, and 
download tracks from 
Zune Marketplace via a 
TV when the Zune is 
docked in an A/V dock 
connected to the TV; 
and includes new video codec support, including for Xvid and AVI files. 

Coby Teases The Senses With MP570 

■ We'd like to tell you more about Coby Electronics' forthcoming MP570 
than the MP3 player sports possibly the most unique exterior we've 
seen in an MP3 player, offers 2GB storage, integrates a Li-poly bat- 
tery for five hours of playtime, and supports MP3 and WMA 
files. Fact is, though, pricing and release information have 
yet to surface, leaving us and others wondering how the 
player's seemingly button-free design will actually op- 
erate. As for that design, it's been described as resem- 
bling a polished jewel, guitar pick, detached fingernail, 
and even scarab beetle. Us? We think the world's most 
fashion-conscious turtle lurks inside. 





FSP Serves Up The Juice 



■ What's worse than forgetting your audio and video gear at home when you take off for a long 
business trip? Try having the gear packed but finding out, right when your plane takes off, that your 
beloved media players are out of juice. FSP Group offers an easy fix for that. FSP's Ion C2200 USB 
Mobile Power Pack ($39.99; www.shopfsp.com) lets you charge one or two devices simultaneously 
via USB connectors. The Ion C2200 is lightweight (less than a quarter pound) and slim, measuring 

0.37 x 2.55 x 4.01 inches 
(HxWxD), so it won't 
bog down your carry- 
on bag. The device itself 
is also easy to charge; 
just use its retractable 
cable to plug it into 
a notebook PC's USB 
port. The Ion C2200 has 
an internal Li-Ion bat- 
tery and comes with a 
carrying pouch. 




Apps Worth 
A Download 

■ If there's one thing we're not lacking for 
these days, it's mobile apps. Soon to add 
to the fun is a SlingPlayer app that Sling 
Media (www.slingmedia.com) is report- 
edly developing for Android devices sup- 
porting 3G and Wi-Fi streaming. Look 



app this summer. 
Reportedly, an 
iPad-dedicated 
SlingPlayer app is 
in the works to ac- 
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and movies over the Internet from a 
SlingBox device in the home to the iPhone. 



at a higher resolution, however. 

Internet radio provider Slacker 
(www.slacker.com), meanwhile, now has 
an app for owners of Windows Mobile 6.5 
devices similar to the apps already avail- 



able for me lrnone, rami devices, and 
BlackBerrys granting access to Slacker's 
100-plus radio stations. The app doesn't 
support caching Slacker songs for offline 
listening, however, which Rhaposdy's up- 
coming iPhone app will reportedly do. 

Elsewhere, Amazon.com has given the 
iPad love via a Kindle for iPad app (free) 
that lets users read Kindle books on the 
iPad's screen as well as search and buy 
titles from the Kindle store. Amazon.com's 
Whispersync technology is included to 
automatically sync the last page you've 
read, bookmarks, notes, and highlights 
across your Kindle-compatible devices. 
Netflix also gave iPad owners reasons to 



Pad (free) will let them instantly stream 
rV and movies, essentially turning the 
Pad into a portable TV. You'll need a 



Netflix subscription ($8.99 per month) to 
get started. On a related note, Netflix's 
Steve Swasey blogged that "for those of 
you asking whether Netflix will be on the 
iPhone and iPod touch," the company is 
"working on it, so stay tuned." 
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An Entertaining 

Slate 




What To Look For 



The HP TouchSmart tm2t 

tablet PC ($899.99; www.hp.com) 

touchscreen lets you interact with Twitter, Netflix, and Rhapsody. 



Tablet computers enjoy a comfortable 
niche among certain professionals 
who work with a lot of electronic 
forms and need a " clipboard replacement" 
device; think healthcare providers, real estate 
agents, and contractors, to name a few. While 
tablets for business feature full-fledged oper- 
ating systems and other notebook-like speci- 
fications, entertainment-oriented slates 
(typically definable as tablets without key- 
boards) are intended to engage you through 
personalized features and a touch- or stylus- 
friendly interface. With a slate, it's easy to 
share photos, watch videos, and network 
with others on social Web sites. 

Now that Apple's iPad has made its 
debut, expect to see quite a few slates (doz- 
ens, perhaps) released throughout the year, 
including some that challenge the usual defi- 
nition of a "slate" and get multiple billings as 
"Internet appliances," "netbooks," "book- 
lets," and/or "ereaders." Let's cut through 
the names and take a look at some of the fea- 
tures you'll find on slates designed with fun 
in mind so that you'll know what to look for 
when deciding what to buy. 

Look & Feel 

When you're shopping around for an en- 
tertaining slate, try to get some hands-on 
time with various devices. After all, you'll 



spend most of the time holding the tablet 
when you use it, unlike a standard notebook 
computer. The slate's weight is an important 
consideration. But also examine the place- 
ment of any physical buttons, the positioning 
of ports for attaching storage and other pe- 
ripherals, and the look of the screen. Think 
about how you'll use the slate and make sure 
these last few aspects don't pose any insur- 
mountable problems or inconveniences. 

Manufacturers are creating new styles with 
varying degrees of functionality and versatility, 
so form factors sometimes stretch the traditional 
boundaries of what constitutes a slate. So if there 
are any hinged, rotating, or otherwise moving 
connectors or parts, consider their flexibility and 
potential impact on the slate's overall durability. 
One example of this new kind of flexible architec- 
ture is the enTourage eDGe 
($499; www.entourageedge 
.com), which is more of a 
"tablet-book" than a slate. 
Each side of this dual-screen 



To keep discovering new, 
entertaining uses for your 
gadget, consider Apple's 
iPad, a slate with plenty of 
room for photos, videos, 
and applications. 



device is dedicated to a particular use— the idea 
is that one side serves as an ereader and the other 
as a netbook. The eDGe uses the Google-backed 
Android operating system and lets you take 
notes with the ereader half as you view Web 
pages on the opposite screen. 

Connectivity 

No respectable slate would be caught dead 
without Wi-Fi. Look for slates that use the 
802.1 lb /g standards in order to connect to 
hotspots everywhere. The newest Wi-Fi stan- 
dard, 802. lln (aka Wireless N), allows for 
faster Internet access, so a slate that also sup- 
ports 802.1 In will come in handy as hotspots 
(including the one in your home) upgrade to 
that standard. For anyone not planning to 
camp out in the nearest coffee shop, some de- 
vices (including the iPad) are also available 
with a cellular plan through a provider such as 
AT&T, Sprint, T-Mobile, or Verizon Wireless. 
Cellular connectivity is great for all of those 
times when you're between hotspots, but Wi- 
Fi is faster when it's available. Wi-Fi will en- 
able you to download music, stream videos, 
and acquire ebooks with greater speed— just as 
you would using your home computer. 

Also check for Bluetooth support. This 
short-range wireless technology will let you 
pair the slate with other devices, such as 
smartphones, notebooks, 
and headsets. Also find out 
what type 




Courtesy of Apple 
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The Archos 5 
Internet Tablet is 
designed for 
enjoying videos, 
music, photos, 
and HDTV (via 
DVR station or 
Mini Dock). 



of Bluetooth is present; the current Bluetooth 
2.1 supports stereo headsets, for example, 
and in the not-too-distant future you'll start 
seeing slates that support Bluetooth 3.0. 

Connectivity goes beyond simply using the 
Internet — more and more, it's also about 
sharing your life with others online. The Litl 
Webbook ($699; www.litl.com), designed to be 
easy as pie for the whole family, reduces the 
number of steps it takes to share photos, post 
blog entries, and interact with social net- 
working sites. As its name implies, the Litl 
Webbook is more of an Internet appliance than 
anything else, with minimal storage and a pro- 
prietary operating system, so it's great for 
straightforward Web interaction but not for 
anyone looking for netbook-like functionality. 

Software 

Speaking of OSes, it's not uncommon for 
entertainment-focused slates to use propri- 
etary OSes designed specifically to handle a 
fixed set of tasks with ease and generally com- 
plement the hardware. In other words, you're 
more likely to encounter an interface and soft- 
ware you've never heard of than a full-fledged 
Windows OS in today's slates. However, look 
for an increasing number of slates using 
Android (currently used mainly in smart- 
phones) and possibly even Google's Chrome 
OS in the months to come. OSes such as these 
come closer to netbook and even notebook- 
like functionality. Case in point: Google's 
Android incorporates native Web applications 
but also allows for third-party apps. 

Models that feature Web-based operating 
systems might also make a splash. This type of 
OS is basically an application that runs a 
browser and simulates a Desktop environ- 
ment. The result is cloud-based computing, 
which is lightweight, so you don't weigh 
down the slate with too much software bulk. 



Photos & Multimedia 

Multitouch functionality has transformed 
photo viewing and sharing on tablets. Apple 
has committed to revolutionizing digital 
photo displays, as evidenced by the iPad 
($499 and up; www.apple.com). Using finger 
taps, pinches, and flicks, you can scroll 
through thumbnails, expand photos to a 
wide viewing angle, and rotate photos to 
make it easier for your business partner to 
see images of your newly purchased SUV. 
Other tablet manufacturers have adopted a 
similar technology, employing an accelerom- 
eter that lets you view images in both land- 
scape and portrait mode by simply rotating 
the tablet left or right. The aforementioned 
Litl Webbook features an easel design (with 
what is called a 178-degree view cone) that's 
ideal for group photo sharing because it at- 
tractively displays them without distortion. 

Video playback is another strong suit of to- 
day's slates. The latest can function as both 
portable TVs and media extenders (with the 
right accessories). Not only do some models 
support HD video, they also include an HDMI 
port for connecting the slate to an HDTV, 
whether you have access to an HDTV on the 
road or you're back in your own living room. 
Toshiba's upcoming slate (set for UK avail- 
ability, at least at first), the Journ.E Touch 



(price not yet available; www.toshiba.com), 
will let you watch movies, use apps, and access 
video on an HDTV by connecting the Journ.E 
Touch via HDMI cable. Even one of the 
smallest media slates around, the Archos 5 
Internet Tablet ($249; www.archos.com), sup- 
ports widescreen (800 x 480-pixel) playback so 
you can watch various formats without wor- 
rying about clarity. 

These multimedia features are all well and 
good as long as your device plays well with 
the formats you expect to use. Photo formats 
are not usually a problem; common ones are 
JPEG, BMP, PNG, and GIF. Web videos are not 
usually a problem, either, although the iPad fa- 
mously doesn't support Adobe Flash, which 
immediately cuts the device off from a host of 
video possibilities. (To its credit, the iPad does 
handle most YouTube and non-Flash em- 
bedded videos, which are extremely plentiful 
online.) Audio and video file formats are an- 
other story. Because you're typically dealing 
with a closed OS when assessing slates, it's es- 
sential that you find out what your prospective 
device supports out of the box. The Archos 5, 
for example, will play the following formats, 
some of which are compatible with other slates 
on the market: MPEG-4, WMV, H.264 HD, and 
WMVHD(upto720p). 

Other Considerations 

Some other things to consider when re- 
searching your potential purchase include 
storage and whatever extras you might be in- 
terested in. In terms of storage, flash memory 
is better than a built-in hard drive in terms of 
durability, although hard drives offer greater 
capacities than flash storage. If a slate's built- 
in storage seems skimpy, look for expansion 
slots that accommodate cards such as SD, 
microSD, and SDHC. Some slates also in- 
clude useful features such as GPS and USB 
ports for connecting peripherals. 

by Joanna Safford & Calvin Clinchard 



If you're looking 
for a tablet with a 
unique interface, 
consider the Litl 
Webbook that 
features a simple 
Web-based OS and 
a 360-degree 
rotating hinge. 
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Business Travel 911 



Business Travel 



Emergency 



Unexpected things happen when you're traveling. You lose the 
ability to access the corporate network. A customer sends you an 
important file, but you can't open it. You need some quick help creating a 
formula in Excel. Your smartphone crashes. Batteries die. Credit cards get 
stolen or lost. If these or other urgent situations happen to you when you're 
on the road, our Business Travel 911 articles can help. 



8 




Business Travel 911 articles are available to anyone 
with Internet access, even if you don't subscribe to 
PC Today magazine. Simply point a browser to 
www.pctoday.com and click the Business Travel 911 
link on the left for a complete menu of helpful articles. 

Business Travel 911 articles, including online versions 
of those printed on the following pages, are updated 
regularly. For articles that help you when you can't 
access the Internet, we suggest you print and take 
them with you when traveling. If you're a subscriber 
and you logged in on the home page, you can use the 
Print This link at the top of any article for a printer- 
friendly version. 

While you're visiting the site, also check out the links 
under Services. There you'll find an abundance of do- 
mestic and international travel resources, including 
airline, airport, hotel, and vehicle rental information. 




GET MORE ANSWERS 

PCToday.com also offers numerous resources designed to 
make life easier for business travelers. Scroll down a little on 
the home page to find our Wi-Fi Hotspot Locator, powered by 
J i Wire. Or check out the Search For Flights, Hotels & Rental Cars 
box to start making your travel plans. And the Services menu on 
the left side of the home page offers links to Web sites and phone 
numbers for airlines, airports, hotel chains, and more. 
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Need Help Right Now? 

If you don't find the help you need in the Business Travel 911 department in this issue or on 
PCToday.com, visit our online Tech Support Center at www.pctoday.com/techsupport. 

Search Or Browse 

You can look for answers first by entering a search term in the search box toward the top of the 
page and clicking the Search button. You can also browse the list of Top Subjects to find answers 
to common problems or click the link under Solutions Knowledgebase to browse a list of com- 
mon problems and frequently asked questions. 

Fight Error Messages & Bugs 

Click the appropriate link under Error Messages to find out what a particular message means. Or 
scroll down to Security & Privacy to learn how to tackle malicious software (such as viruses and 
worms), spyware, and spam. 

Learn More 

At the Tech Support Center, you'll also find links to troubleshooting articles on a variety of topics. 
Browse the headings on the main page to find a wealth of additional information, such as advice 
on setting up a wireless network and installing just about anything. 
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Solve 



Wireless 

Internet Connection Problems 



Many of us are so reliant upon the Internet that when we can't make a connection, our sense of discomfort is nearly 
physical. When you're on the road — and possibly in desperate need for a bit of information hosted online — connection 
problems can be even more devastating. Fortunately, the inability to connect can often be resolved in a fairly straightforward 
manner. With a little patience and perseverance, the solutions we present here will have you up and surfing in no time. 

Note that many of these instructions begin in the Network And Sharing Center, which Microsoft 
debuted with Windows Vista. Windows XP offers similar operations through a different means, 
which we will explain as we go. To access the Vista or Windows 7 Network And Sharing 
Center, right-click the Network icon (two monitors in Vista; a single monitor, a signal 
strength indicator, or a gold starburst in Win7, depending on connection status) in the 
System Tray at the bottom right of your display. Select Network And Sharing Center 
(Vista) or Open Network And Sharing Center (Win7). We should note that Vista users may need to accept 
a prompt for permission to access some services. 




GET STRONGER 



If you can connect to a network but cannot browse the Internet, the 
connection's signal strength may be poor. You can check the signal, 
disconnect from the existing network, and seek out and connect to 
a new one (if available) in a few steps. (If you cannot connect at all, 
skip to "Find A Favorite Partner.") 

In WinXP, hover your mouse pointer over the Network icon in 
your System Tray, and a message indicating your signal strength 
will appear. If you have a weak signal, right-click the Network 
icon and select View Wireless Networks. If you see a stronger net- 
work to which you have access, select the current network, click 
Disconnect, select the new network, and click Connect. 

In Vista /Win7, open Network And Sharing Center and check 
the signal strength indicator and rating via the network map. If 
the signal is poor, click Disconnect and then select Connect To A 
Network (Vista) to select and connect to new networks. In Win7, 
click Disconnect or Connect To A Network to proceed with the 
disconnect /reconnect operation. 

If no accessible networks are available, move your notebook closer 
to the access point. Walls, furniture, wireless phones, and even people 
between you and the access point can affect signal strength, possibly 
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In Windows Vista/7, the Network And Sharing Center is a key resource in 
resolving connection problems. 

causing interference. If you constantly experience signal problems, 
consider purchasing a range extender or, if your network adapter is 
internal, an external network adapter card. 
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TURN ON THE RADIO 

One connection problem that occurs 
often but has an easy fix is related to 
the wireless radio and when it fails 
to send and receive signals. This is 
evident by the red X that appears over 
the Network icon. There are a number 
of reasons why the radio may be 
disabled. The power management 
features of your notebook may be set 
to disable the wireless adapter when 
on battery power or the battery is 
running low. You may also have 
accidentally turned off the radio 
or disabled the adapter, or the net- 
work you were using may have 
disconnected you. 

Look for a wireless indicator light 
(may resemble an icon of a radio 

tower) or button somewhere near the keyboard on your notebook. If the light is red, the 
adapter is likely disabled. Press the button and see if the antenna light turns blue indicating 
it is on. If it does, you can permanently address power management, if desired. (Open the 
Control Panel and search for Power Options [in Vista /Win7] or Performance And Mainte- 
nance, and then Power Options [WinXP].) Optionally, you can turn the antenna on and off 
manually when necessary. 
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Adjusting the 

advanced 

power settings 

in Windows Vista/7 reduces the chance your 

notebook will disable the wireless adapter 

during battery use. 



REPAIR THE CONNECTION 



If you can't locate the wireless light or button (or if it appears to be on but you are still 
not making a connection), Windows may be able to help. In WinXP, click Start, select 
Connect To, and click Network Connections. Next, select Wireless and, under Network 
Tasks, click Repair This Connection. 

In Vista /Win7, open the Network And Sharing Center. You'll see a red X between 
the PC icon and the Internet icon. Select Diagnose And Repair (Vista) or Troubleshoot 
Problems (Win7). If your network adapter is disabled or other issues are preventing 
connection, Windows may be able to fix the problem or provide suggestions for ad- 
vanced troubleshooting. If the solutions presented here do not help, outdated or 
incompatible drivers may be to blame. 



KEEP IT SIMPLE 



The solutions described throughout this article cover most basic network connection prob- 
lems. Nevertheless, a bit of tweaking never hurts. If Windows connects automatically to a 
low-strength or undesirable network, access the network's Properties display as described 
previously. On the Connection tab, deselect Connect Automatically When The Network Is 
In Range. Vista includes another option on the Connection tab: Connect To A More Preferred 
Network If Available. Never enable this option, as Windows scans for better networks periodi- 
cally, which slows connection speeds. 

As a last resort, refer to the manufacturer of your network adapter. If you don't know it, 
return to the wireless network connection's Properties display. The Details tab will list the 
manufacturer and other information you may need. 



If you moved an external adapter from 
one PC to another or recently upgraded 
hardware or the operating system on 
your notebook, you may suffer from 
driver issues. Furthermore, a wireless 
network to which you connect frequent- 
ly may have received a hardware 
upgrade, or your PC or its programs 
may have installed updates of which 
you are unaware. 

If your notebook has automatic perfor- 
mance monitoring or software updating, 
it may be able to check for driver updates, 
especially if your network adapter is 
built in (consult your notebook's docu- 
mentation or the manufacturer's Web site 
for assistance). If you accidentally deleted 
a driver or Windows says it cannot detect 
it, your system may also have built-in 
recovery tools that can reinstall a factory- 
issued driver. 

To check the driver status and make 
any necessary changes, open the Net- 
work And Sharing Center and locate 
the wireless network connection as 
described previously. Right-click the 

connection 
and select 
Properties. 
Select Con- 
figure and 
click the 
Driver tab. 
From here, 
you can 
choose 
Update 
Driver, Roll 
Back Driver, 
or to un- 
install the 
driver. If 
Windows 
searches for 
updates and 
reports your 
driver software is up-to-date, check with 
the manufacturer. Occasionally, an up- 
to-date driver can be problematic. In 
this case, rolling back or reinstalling the 
default driver is your best bet. 
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Updating (or rolling 
back) your wireless 
adapter's driver can 
sometimes alleviate 
connection troubles. 



PC Today/ May 2010 69 



-Business Travel 911 



Connect To An 



ENCRYPTED 

Wireless Network 



With technology experts continuing to issue warnings about 
connecting to unsecure and unencrypted wireless networks, 
you may be less tempted than in the past to hop onto any Internet 
connection within range. Or, perhaps your firm has instructed you 
to use only private networks that offer encryption, or maybe those 
are the only types of networks you encounter when you travel. 
No matter what the reason, you'll jump through a few more 
hoops to log on to an encrypted network as opposed to an open 
one. Fortunately, Windows can identify encrypted networks and fa- 
cilitate the connection process. After you learn how to connect, your 
data, and that of your firm, will be better shielded from prying eyes. 



For Windows XP users. A small percentage of users may 
have a network card that uses proprietary software, and not 
Windows, to manage network connections. The instructions 
here assume Windows does the heavy lifting. If Windows is not 
managing your wireless connections, you will see a message to 
that effect. You can turn control over to Windows if you wish. 
When you see this message while following the instructions 
below, click Change Advanced Settings and select the Use Win- 
dows To Configure My Wireless Network Settings checkbox. If 
you leave things as they are, you'll need to consult your card's 
documentation for assistance. 



EASY ACCESS 



If you or someone using your 
notebook has connected to the 
network before, Windows may 
have stored the credentials in a 
certificate on your PC, enabling 
you to connect automatically. 

To view available networks in 
WinXP/Vista, right-click the Ne- 
twork icon at the bottom right of 
your display (one or two moni- 
tors, potentially with a red X 
on top if you are not 
connected) and select 
View Available Wire- 
less Networks (WinXP) 
or Connect To A Net- 
work (Vista). In Win- 
dows 7, click the 
Network icon (a gold 
starburst until you 
connect). In all Win- 
dows OSes, a menu 
will pop up displaying 
available networks. 

If you know the 
SSID (Service Set 
Identifier; also called 
the network name) of 



the network to which you are 
connecting, look for it. (De- 
pending on your OS and Service 
Pack, it may be marked En- 
crypted or Security-Enabled.) 
If you see the SSID, select it and 
click Connect. If you have con- 
nected previously, Windows 
should navigate the connection. 
Rarely, you may see a prompt to 
enter a PIN. If this occurs, the 



network has not been fully con- 
figured. Click Cancel and seek in- 
structions from the network host. 
If you are prompted for a net- 
work key (depending on your 
OS, this may also be identified 
as the security key) or do not 
know the name of the network 
and more than one is available, 
ask someone familiar with the 
network (such as your client, 
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If you see a prompt to configure the network while 
attempting to connect, disregard this message and 
opt to just connect. 



the hotel desk clerk, or the 
coffee shop attendant) for the 
SSID and network/ security key 
(the provider may call it a pass- 
word). The length of the key will 
vary based upon the type of net- 
work security. Optionally, you 
may be told to allow the net- 
work to supply the credentials 
for you. If this occurs, skip to 
"Hide & Seek." 
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Type the network security key or passphrase for Moxies 

The person v.h : ,1. can give you the key or passphrase. 

Security key or passphrase: 
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If you attempt to connect to a new encrypted network, 
you will be prompted for the key. (Pictured is the 
interface in Vista.) 
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HIDE & SEEK 

If you are having problems con- 
necting, do not see an option to 
allow Windows to detect your 
network key, or cannot locate 
the network you are seeking, 
you can manually set up a net- 
work connection. (Some net- 
works choose not to broadcast 
their SSIDs, which is how Win- 
dows and other devices with 
wireless radios know they are 
there. This isn't very effective, as 
sophisticated sniffers can detect 
hidden networks and often read 
their SSIDs. Nevertheless, you 
may encounter this situation, 
which will prevent you seeing 
the network listed.) 

Before beginning, confirm 
with the network host not only 
the network name and creden- 
tials, but also the type of network 
security being used (likely op- 
tions are WEP [Wired Equivalent 
Privacy], WPA [Wi-Fi Protected 
Access], or WPA2) and, if he 
knows it, the encryption type 
(TKIP [Temporal Key Integrity 
Protocol] or AES [Advanced 
Encryption Standard]). 

WinXP users may be unable 
to connect to any network other 
than a WEP network, depending 



on which Service 
Packs they have in- 
stalled. If the network 
to which you are con- 
necting uses WPA or 
WPA2 security, you 
must upgrade to at 
least Service Pack 1 
before you can con- 
nect; we recommend 
you upgrade to Ser- 
vice Pack 3. 

To set up a manual 
connection in WinXP, 
open the available 
networks list as de- 
scribed previously. 
Click Advanced or 
Change Advanced 
Settings (depends on 
the Service Pack you 
installed). On the 
Wireless Networks 
tab, click Add. In 
Vista/Win7, right-click the Net- 
work icon and select Network 
And Sharing Center (Open 
Network And Sharing Center 
in Win7). Click Set Up A 
Connection Or Network at the 
top left of the display (in Vista) 
or Set Up A New Connection 
Or Network (under Change 
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Early editions of Windows XP did not support WPA 
If you see a display that looks like the one on the 
right, you'll want to upgrade to Service Pack 2. 



Choose a connection option 
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Vista (seen here) and Win7 streamline the process of 
creating a manual connection. 



Your Network Settings in 
Win7). Select Manually Con- 
nect To A Wireless Network 
and click Next. 

Provide all the information 
exactly as you have been given 
it, including the use of any up- 
percase characters. (If the net- 
work is WEP and you do not 



see this option, select 
Shared. WinXP users, 
if you do not see an op- 
tion other than WEP, 
you'll want to upgrade 
to Service Pack 2.) If 
you have been given an 
encryption type, supply 
it, but otherwise, use 
the default Windows 
provides. If you were 
so instructed, click the 
checkbox in front of 
The Key Is Provided 
For Me Automatically 
(WinXP only). 

In Vista and Win7, 
you have the option to 
display characters as 
you type. This lets you 
be certain you are en- 
tering the information 
correctly, but you 
should only do it in a 
private environment where no 
one can read over your shoul- 
der. After you have provided all 
the information and configured 
desired settings, WinXP users 
can click OK. Vista and Win7 
users will need to refer to 
"Automatic Or Not?" before 
clicking Next to connect. 



AUTOMATIC OR NOT? 



In Vista /Win7, you will see an option, Start This Connection Automatically, and the OS 
may preselect it for you. If this is the case, Windows will connect to the network immedi- 
ately and in the future for networks that are not hidden. If the network is hidden (does not 
broadcast its SSID), you must also select Connect Even If The Network Is Not Broadcasting 



for automatic connection to work in the future. 

Selecting this option is safe only if your notebook has very strong security measures in 
place, because your wireless radio must probe for hidden networks set to automatic con- 
nection, which could let Wi-Fi sniffers know you are there. Connecting to hidden networks 
manuallv when vou are in ranee is a more secure alternative. 



If you deselect the automatic connection option, you can adjust network connection set- 
tings before connecting. These settings are identical to the ones you just navigated, with one 
addition: the option to connect to a more preferred network if available. Don't select this 
checkbox unless you want Windows to abandon this network in favor of one you prefer 
(such as a visible, encrypted network in the same area) if it becomes available. 



STAY CONNECTE 

Now that you've connected to an en- 
crypted network, you can surf and work 
more safely and securely than on an open 
network. However, encrypted networks 
fall prey to the same issues as open net- 
works. If you have trouble connecting in 
the future, even though you have the net- 
work name and credentials, hop on a bor- 
rowed PC with an Internet connection 
(hotel business centers often offer these) 
and visit the Business Travel 911 section 
on our Web site and refer to the "Solve 
Wireless Internet Connection Problems" 
article for further assistance. 
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Prevent 



Identity Theft 



The FTC (Federal Trade Commission) states that the identities 
of approximately 9 million Americans are stolen each year. 
The crime involves the theft of certain personally identifiable 
items, such as a name, bank statement, credit card, or Social 
Security number, and using them to carry out fraudulent acts. 
Anyone who has encountered problems associated with identity 
theft knows how serious fraudulent activity is and the extent 




to which it can damage your livelihood. 
Taking preventive measures and staying in- 
formed are steps that can help to ensure that you 
don't become a victim of identity theft. In order to be vigi- 
lant as a consumer and avoid this threat, you must learn to 
deter, detect, and defend using the advice we've outlined for you. 



PREVENT VICTIMIZATION 



The Department of Justice recommends that consumers operate on a "need to know" basis. This 
means that you should avoid making obvious mistakes, such as supplying your bank account 
number to a caller claiming to represent your bank. When you're traveling, simply do not reveal 
your personal data to unknown callers or unauthorized handlers. 

INACCURATE CREDIT REPORT 

New accounts opened by a thief are likely to show up on your credit report. Review your credit 
report for accuracy at least once a year. You're entitled to a free annual credit report from each 
of the three major credit bureaus (Equifax, Experian, and TransUnion) through AnnualCredit- 
Report (www.annualcreditreport.com). 



LOOK FOR SIGNS 



Receiving credit cards that you didn't apply for, denial of credit, or less-favorable credit terms 
for no apparent reason can also signal identity theft. Check your credit reports to determine the 
extent of the theft. In addition, pay attention to recent bank account and credit statements. Don't 
assume everything is accurate. 



MISSING BILLS 



Keep track of when your bills should arrive. A missing bill can be a sign that a thief has changed 
the billing address to cover his tracks. Before paying a bill, examine it to make sure all charges 
are accurate and report unauthorized charges immediately. 



WHEN IT'S TOO LATE 



If you become a victim of identity theft, take immediate steps to correct your records. Make sure 
to document telephone calls and follow up in writing using certified mail, return receipt re- 
quested. Never send original documents and always keep a copy of letters refuting charges. 
Examples of documents you can furnish are debt collection letters, credit reports, or a copy of 
your printed ID Theft Complaint. 



CLOSE ACCOUNTS 



To minimize financial damage, close all accounts the thief has tampered with or fraudulently 
opened, including bank and credit card accounts. Place passwords on any new accounts you 
open, but don't use easily identifiable words or numbers and don't reuse existing passwords. 



SHRED OR DESTROY 

It's wise to shred paperwork that 
contains personal information before 
throwing it away, especially preap- 
proved credit card offers. 



BEWARE OF 
PHISHING ATTACKS 

Phishing scams occur when a con 
artist impersonates a bank, credit card 
company, or online retailer and sends 
you an email asking you to provide 
your personal information. Although 
these emails may appear to be real in 
every way, they aren't. If you receive 
a suspicious email, don't click the links 
or attachments included in the mes- 
sage, as doing so usually won't have 
a good result. 



STRANGE 
PHONE CALLS 

If you receive calls from collection 
agencies regarding debt you did 
not incur, remain calm and find out 
more information about the charge. 
Document the call and check into the 
charges immediately. Don't give the 
caller your bank or credit card infor- 
mation to pay the bill because doing 



so could cause add 
the caller is not leg 
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TELL THE FTC 

Filing a report with the FTC helps with 
fraud investigation and can help with in- 
vestigations across multiple jurisdictions. 
The information can help policy makers 
and businesses create better remedies and 
prevent identity theft. An ID Theft 
Affidavit from the FTC may also help in 
disputing charges. 
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INFORM 
CREDIT AGENCIES 

Contact one of the three major credit re- 
porting agencies to report fraud. The agency 
will place a fraud alert on your credit report 
and notify the other two agencies. This alert 
will tell creditors that they must contact you 
before authorizing any charges or changes 
to your existing accounts or the opening of 
new accounts. 



FILE A POLICE REPORT 

Many organizations require proof that you 



police repc 



identity theft in the form of a 
f vou know where the fraud- 



ulent actions occurred, contact the authori- 
ties in that community. Otherwise, contact 
the local authorities. 



BE NOSY 

If someone asks for your personal informa- 
tion, find out what it will be used for and 
why he needs the information. Be extra 
cautious when giving out information over 
the phone if you did not initiate the con- 
versation. Don't be afraid to hang up the 
phone and call back at a phone number 
corresponding to your bill to verify the 
caller's legitimacy. 
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Consumer Debit Resource 


Report Credit Card Fraud 


Wells Fargo Bank 


www.consumerdebit.com 


American Express 


www.wellsfargo.com/help 


/consumerinfo/us/en 


www.americanexpress.com 


(866) 867-5568 


/chexsystems/report/ 


(Click Fraud Protection 




index.htm 


Center.) 


Additional Resources 


(800) 428-9623 


Card replacement: 


Call For Action 


Obtain a consumer report 


(800) 992-3404 


www.callforaction.org 




Customer service: 


Federal Trade Commission 


about checking accounts in 






your name. 

Internal Revenue Service 


(800) 528-4800 


ID Theft changed 


Bank of America 


www.ftc.gov/bcp/edu/micro 




www.bankofamerica.com 


sites/idtheft 


www.irs.gov/compliance 






/enforcement/index.html 


(800)732-9194 


(877) IDTHEFT (438-4338) 


Criminal Investigation 


Customer service: 


Identity Theft Resource 


Informant Hotline: 


(800) 427-2449 


Center 


(800) 829-0433 


BankOne/Chase 


www.idtheftcenter.org 


Find out if someone has filed 


www.chase.com/ccp/index 


Privacy Rights Clearinghouse 


a tax return in your name. 


.jsp?pg_name=ccpmapp 


www.privacyrights.org 


TeleCheck 


/privacy_security/fraud 


Department Of Justice 


www.telecheck.com 


/page/report_fraud 


www.justice.gov 


(800)710-9898 


Credit Card Customers 


Includes the Identity Theft 




Personal: (800) 436-7927 


Quiz for Consumers. 
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The Traveler s 911 Directory 




HELP WHEN YOU NEED IT 



No matter how hard we try, we can't ensure that our travel plans will always go smoothly. Thankfully, when things 
go wrong, help may be just a phone call away. Here's a list of phone numbers and Web addresses for airlines, car 
rental agencies, travel services, and hotels to assist you when your travel plans go awry. 



AIRLINES 



American Airlines 

www.aa.com; mobile.aa.com 
Reservations (800) 433-7300 

TDD (800) 543-1586 
Flight information (800) 223-5436 
Baggage delayed less than five 

days (800) 535-5225 
Ticket refund requests 

(918) 254-3777 

British Airways 

www.britishairways.com 
ba2go.com 

Information and reservations 
(800) 247-9297 

Continental Airlines 

www.continental.com 

pda.continental.com 

Reservations to U.S. and Mexico 
destinations (800) 523-3273 

Reservations to international 
destinations (800) 231-0856 

TDD (800) 343-9195 

Flight information 
(800) 784-4444 

Baggage information 
(800) 335-2247 

OnePass frequent flyer assis- 
tance (713) 952-1630 



Delta Air Lines 

www.delta.com 
mobile.delta.com 
Reservations (800) 221-1212 
Flight information 

(800) 325-1999 
Baggage information 

(800) 325-8224 
SkyMiles members 

(800) 323-2323 

Frontier Airlines 

www.frontierairlines.com 
Reservations (800) 432-1359 
Customer relations 

(800) 265-5505 

JetBlue Airways 

www.jetblue.com 
mobile.jetblue.com 
(800) 538-2583 

Lufthansa 

www.lufthansa.com 
mobile.lufthansa.com 
Information and reservations 
(800) 399-5838 

Midwest Airlines 

www.midwestairlines.com 
Reservations (800) 452-2022 
TDD (800) 872-3608 

Southwest Airlines 



www.southwest.com 
mobile.southwest.com 
(800) 435-9792 
TDD (800) 533-1305 

Spirit Airlines 

www . spiritair . com 
(800) 772-7117 

US Airways 

www.usairways.com 
Reservations to U.S. and Canada 

destinations (800) 428-4322 
Reservations to international 

destinations (800) 622-1015 
TDD (800) 245-2966 
Customer service (800) 943-5436 

United Airlines 

www.united.com 
www.ua2go.com 
Reservations (800) 864-8331 
International reservations 

(800) 538-2929 
TDD (800) 323-0170 



VEHICLE 

RENTALS 



ACE Rent A Car 

www.acerentacar.com 



Assistance with an online 
booking (317) 248-5686 

Advantage Rent A Car 

www.advantage.com 
Reservations (866) 661-2722 or 

(210) 344-4712 outside the U.S. 
Customer service (800) 777-552^ 

Alamo Rent A Car 

www.alamo.com 
(800) 462-5266 
TDD (800) 522-9292 

Avis 

www.avis.com 
mobile.avis.com 
Reservations (800) 331-1212 
TDD (800) 331-2323 
Customer service (800) 352-7900 

Budget Rent A Car System 

www.budget.com 
mobile.budget.com 
Reservations in the U.S. 

(800) 527-0700 
Reservations outside the U.S. 

(800) 472-3325 
TDD (800) 826-5510 
Roadside assistance (800) 354-2847 
Customer service (800) 214-6094 

Dollar Rent A Car 

www.dollar.com 
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Reservations (800) 800-3665 
Reservations outside the U.S. 

(800) 800-6000 
TDD (800) 232-3301 
24-hour roadside assistance 

(800) 235-9393 

Enterprise Rent-A-Car 

www.enterprise.com 
Reservations (800) 261-7331 
TDD (866) 534-9270 

Hertz 

www.hertz.com 

hertz. mobi 

Reservations (800) 654-3131 

Reservations outside the U.S. 

(800) 654-3001 
TDD (800) 654-2280 
Extending a current rental 

(800) 654-4174 
Billing information 

(800) 654-4173 
Customer relations 

(888) 777-6095 

Holiday Cars 

www.holidaycars.com 
(800) 408-5370 

National Car Rental 

www.nationalcar.com 
(800) 227-7368 
TDD (800) 328-6323 

Payless Car Rental 

www.paylesscarrental.com 
(800) 729-5377 

Thrifty Car Rental 

www.thrifty.com 
Reservations (800) 847-4389 
Emergency (877) 283-0 



TRAVEL 

SERVICES 

AAA 

www.aaa.com 
aaa.mobi 

Roadside assistance 
(800) 222-4357 



Expedia 

www.expedia.com 
(800) 397-3342 

Hotwire 

www.hotwire.com 

(866) 468-9473 

OCS (Overseas Citizens 
Services) traveler's hotline 
(202) 647-5225 or (888) 407-4747 

After-hours emergencies 
(202) 647-4000 

Orbitz 

www.orbitz.com 

mobile.orbitz.com 

) 656-4546 



Priceline 

www.priceline.com 
priceline.mobi 
(800) 774-2354 

Travelocity 

www.travelocity.com 
mobile.travelocity.com 

) 872-8356 



HOTELS 



Candlewood Suites 

www.candlewoodsuites.com 
mobile.candlewoodsuites.com 

(888) 226-3539 

Chase Suite Hotels 

www.woodfinsuitehotels.com 
(800) 966-3346 

Choice Hotels International 

(Cambria Suites, Comfort Inn, 
Comfort Suites, Quality Inn, 
Sleep Inn, Clarion, MainStay 
Suites, Suburban Extended 
Stay Hotel, Econo Lodge, and 
Rodeway Inn) 

www.choicehotels.com 

(877) 424-6423 

Courtyard Hotels 

www.courtyard.com 
courtyard. mobi 

(888) 236-2427 



Crowne Plaza Hotels & Resorts 

www.crowneplaza.com 
mobile.crowneplaza.com 

(877) 227-6963 

Doubletree Hotels 

www.doubletree.com 
doubletree. mobi 
(800) 222-8733 

Embassy Suites Hotels 

www.embassysuites.com 
embassysuites.mobi 
(800) 362-2779 

Four Seasons Hotels & Resorts 

www.fourseasons.com 
mobile.fourseasons.com 
(800) 819-5053 

Hampton Inn Hotels & Suites 

www.hamptoninn.com 
hamptoninn.mobi 
(800) 426-7866 

Hawthorn Suites 

www.hawthorn.com 

(800) 527-1133 

Hilton Hotels 

www.hilton.com 
hilton.mobi 
(800) 445-8667 

Holiday Inn 

www.holidayinn.com 
mobile.holidayinn.com 
) 465-4329 



Holiday Inn Express 

www.hiexpress.com 
mobile.hiexpress.com 
) 465-4329 



Homewood Suites 

www.homewoodsuites.com 
homewoodsuites.mobi 
(800) 225-5466 

Hyatt Hotels & Resorts 

www.hyatt.com 

Hyatt Hotels & Resorts (888) 

591-1234, TDD (800) 228-9548 
Hyatt Place (888) 492-8847 



Hyatt Summerfield Suites 
(866) 974-9288 

Marriott 

www.marriott.com 
marriott.mobi 
(888) 236-2427 

Radisson Hotels & Resorts 

www.radisson.com 
(888) 201-1718 

Ramada Worldwide 

www.ramada.com 

(800) 272-6232 

Renaissance 
Hotels & Resorts 

www.renaissancehotel.com 
) 236-2427 



Residence Inn 

www.residenceinn.com 
residenceinn.mobi 
(888) 236-2427 

Ritz-Carlton Hotels & Resorts 

www.ritzcarlton.com 
(800) 542-8680 

Sheraton Hotels & Resorts 

www.sheraton.com 

(800) 325-3535 

Staybridge Suites 

www.staybridge.com 
mobile.staybridge.com 

(877) 238-8889 

Westin Hotels & Resorts 

www.westin.com 
(800) 937-8461 

Wingate Inns 

www.wingateinns.com 
(800) 228-1000 

Wyndham Hotels & Resorts 

www.wyndham.com 
(877) 999-3223 

Woodfin Suite Hotels 

www.woodfinsuitehotels.com 
(800) 966-3346 
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The Evolution Of MIDs & UMPCs 



Patrick Moorhead is vice president 
and senior marketing fellow in the 
Office of Strategy at Advanced Micro 
Devices (www.amd.com), developing corpo- 
rate strategy for a variety of cross-divisional 
initiatives with long-term industry impact. 
He published a series in December 2009 
about MIDs (Mobile Internet Devices) and 
UMPCs (Ultra-Mobile PCs) on his blog at 
blogs.amd.com/patmoorhead. We talked 
with Moorhead to learn more about these 
handheld devices and how 
AMD might be positioned 
for involvement in the de- 
velopment of ultra-mobile 
computing in the future. 
Answers have been edited 
for clarity and space. 

PWhat prompted you 
to write a series 
about MID/UMPC devices? 
Is this both a personal and 
professional interest? 

I am passionate about 

technology, which 
drives me to investigate the 
latest devices available. In 
order for me to effectively 
do my job, I need to keep 
close to innovations. AMD is 
focused on innovating for consumers, and to 
do that we need to know what consumers are 





their experiences. It's an added bonus for me 
that I take such pleasure in doing so. 

Q During your evaluations of MIDs 
and UMPCs, what were some of the 
most surprising outcomes? 

The thing that stood out to me most is 
how close all the devices came to being 
great, yet they would all have a major issue for 
me. Whether it was the omission of a wireless 
technology, the lack of applications or content, 
or the interface not being 
fully thought out, there was 
always something that it 
seemed wasn't fully baked 
from the consumer's per- 
spective. That's something 
that you can't do when you 
design a product: forget 
about how the consumer 
wants to use it. 



In your opinion, 
what types of appli- 
cations and tasks should be 
good fits for MIDs and 
UMPCs? 

I'm not sure that 
there are any applica- 
tions that I wouldn't want 
to see run on these devices, 
and that's the point, right? Consumers don't 
want a compromised experience just to 
doing and what needs to be done to improve have a slightly smaller form factor. What I 



Patrick Moorhead, vice president 
and senior marketing fellow in 
the Office of Strategy at AMD. 



would like to see is that the devices prop- 
erly support all the entertainment that I 
need. I want the HD playback, I want the 
smooth and responsive browser, I want the 
application availability, and I want support 
for WW AN (wireless wide-area network). 

What types of applications and tasks 
do you think MIDs and UMPCs suc- 
cessfully support currently? 

MIDs and UMPC devices can handle a 
good portion of the most commonly 
used applications today. Email, Web browsing, 
IM, playing music, and video playback are 
all possible with varying degrees of success. 
Some of the tasks that are made more diffi- 
cult by the lack of keyboard, storage limi- 
tations, and [small] screen size are easily 
overcome with the attachment of peripheral 
devices. For those applications where the 
processing power of the MID itself is insuffi- 
cient, the emergence of cloud computing is 
allowing users to perform tasks beyond the 
capabilities of their devices by using remote 
compute resources. There are, however, a 
number of issues, like cost of ownership and 
data portability, that prevent these from being 
ideal solutions. 

QWhat types of apps are harder for cur- 
rent MIDs and UMPCs to support? 

There are the obvious applications: An 

MID is not a gaming system, and it 

isn't designed to work with large HD video 
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and photo files or many content-creation ap- 
plications. [MIDs and UMPCs] are designed 
to consume that content but will strain even 
trying to consume HD video. It's not un- 
common for people to travel with several 
photographic devices these days; a camera 
phone, a digital camera, and an HD Palm- 
corder were in the hands of just about every 
visitor to this year's SXSW (South by 
Southwest) Interactive Festival in Austin. 
Today's applications are helping us to 
manage these images in faster, easier, better 
ways. Applications like Picasa now can use 
facial recognition to automatically tag 
photos, sort them, and help you post them 
online. You really need the power of a 
modern, ultra-thin notebook or better if you 
want to properly take advantage of all of 
these features. 

€In the conclusion of your series, you 
predict that MIDs and UMPCs will 
evolve into smartphones. Would you expand 
on this thought? 

The objective with innovation in tech- 
nology is always to make it more ac- 
cessible, more user-friendly, and more 
helpful in your life. The gap that the MID 
and UMPC were trying to fill is being 
squeezed by smartphones and by innova- 
tions and cost efficiencies in notebooks. As 
this happens, the technology in MIDs and 
UMPCs has nowhere to go but down into 
the realm of the smartphone. It comes from 
laptops, so there is certainly no room for it 
to move back up. I see the opportunity for 
docking smartphones and allowing greater 
interactivity with the PC. With the cost of 
docking accessories for most MIDs and 
UMPCs, to get a keyboard, monitor, mouse, 
speakers, additional storage, whatever is 
missing, you can buy a full-featured note- 
book and possibly even save money, so that 
will be the docking station. 

€What do you think MIDs and UMPCs 
need to provide in order to compete 
with or differentiate from smartphones and 
notebooks/netbooks in the future? 

Differentiation is going to be difficult 
as the capabilities of smartphones 
grow and the cost of full-featured note- 
books comes down; the only real oppor- 
tunity will be in the form factor. If we 
continue to create a separate category for the 



MID and UMPC, they are going to need to 
ensure that they have all the communication 
capabilities of the smartphone and close to 
the compute power of notebooks. Net-net, I 
don't see there being a distinct category re- 
quirement for MIDs and UMPCs in a couple 
of years. 

QHow do you think the Apple iPad will 
affect the MID and UMPC markets? 

Apple has a history of being able to de- 
sign products that it is able to market 
as exactly what the end user needs. That is 
the brilliance of Apple's success — a perfect 
marriage between innovation and marketing. 
I think that the iPad will likely prove to be 
successful at taking market share from 
ereaders, MIDs, and UMPCs. I'm still not 
quite sure how it fits into the market since 
the cost for the capabilities appears prohibi- 
tive when there are full-featured notebooks 
for about the same cost and in nearly the 
same form factor. 

QHow is AMD involved in the MID/ 
UMPC market currently? 

We have to do our jobs and stay aware 

of the computing market, right? So we 

are doing that — listening to our customers, 

tracking the data, doing our own research, 



etc. Bottom line, we believe users can get a 
much more robust, graphically rich experi- 
ence in ultra-thin notebooks and other main- 
stream form factors. We have to focus on 
where we believe the volume and profits 
can be found, and today, the MID /UMPC 
doesn't fit that model for AMD. 

QWhat are AMD's future plans in the 
MID/UMPC space and/or Internet- 
connected devices (non-PC based or smart- 
phone-based)? 

We have publicly available roadmaps 
that are pretty clear where our prod- 
ucts are targeted, and I can't go beyond that 
with your readers, I'm afraid. As I said, we 
are keeping our eyes open and our ears to 
the ground to be where we need to be to 
meet consumer needs and make money. We 
have a very exciting new low-power x86 
core, Bobcat, which is coming out next year 
that will be highly competitive in terms of 
the performance per watt it can deliver, so 
I'd invite you to keep an eye on that for the 
mobile PC space. We'll combine that core 
with our industry-leading GPUs in single 
chip, APU (accelerated processing unit) so- 
lutions that will deliver an experience be- 
yond today's MID or UMPC. Stay tuned! 

by Carmen Carmack 








/ 




AMD's Athlon Neo processors, found in HP's Pavilion dm3z series ($529.99 base price; 
www.hp.com), help manufacturers offer high performance at a relatively low price. 
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by Calvin Clinchard 



Intriguing Mobile Gear, New & Around The Bend 



Ovi Maps For The U.S. 



Unless you follow interesting foreign product launches like we do, Ovi 
Maps might not mean anything to you. Ovi Maps is Nokia's mobile software 
for serving up turn-by-turn voice directions via mobile phone, and, until re- 
cently, the software has only been available in the European market. Now 
T-Mobile is carrying the new Nokia 5230 Nuron, which runs the Symbian 
platform (if you've used Nokia phones, you're probably acquainted with 
Symbian) and includes Ovi Maps, with support for 74 countries, including 
the United States. The device comes loaded with maps of Canada, Mexico, and 
the U.S. The Nuron is a quad-band GSM /EDGE smartphone that works on 
GPRS/EDGE and HSDPA networks for relatively fast data service. And when 
you're not using the Nuron for work or navigation, you can enjoy its media 
player, stereo Bluetooth, and FM radio features. 




NOKIA @ 



Welcome to 

T- -Mobile- 



Diminutive Player 
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Lenovo designed its IdeaPad SI 0-3 ($369 base price; shop.lenovo.com) to 
appeal to mobile professionals seeking to free themselves of clutter and 
embrace a computer that's pared-down and ultralight yet fully 
capable of meeting on-the-go demands. It's easy to dismiss a 
netbook such as this one as toy-like in appearance (and 
we admit the Windows 7 Starter OS might be too 
pared-down for some users' tastes), but the S10-3's 
hardware offers decent performance; it includes a 
1.66GHz Intel Atom N450 processor, 1GB memory, 
and a 160GB hard drive in a package small enough to ac- 
commodate a 10.1-inch display. And testers agree that the S10-3's 
keyboard, although smaller than that of a full-sized notebook, is comfort- 
able for adult hands. 
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Find the right technology for your small business at your local Best Buy® store and at 
BestBuy.com/Business. Or call I-866-613-9856 to talk with a Customer Specialist. 



BOV 



FOR BUSINESS 



BEST BUY, the BEST BUY logo, the tag design, BESTBUY.COM and BEST BUY FOR BUSINESS are trademarks of BBY Solutions, Inc. © 2010 Best Buy. All Rights Reserved. 



IT and data center technologies and trends change fast. 

Make sure your company stays a step ahead with PC Today's sister publication, Processor. 
While you get the "executive overview" version here in PC Today, your IT and data center 
managers get the in-depth, detailed information they need in Processor. 

Each issue contains 

• In-depth information about new products and the companies providing them 

• No-nonsense articles that cover the technologies and trends you need to know 

• Tips, advice, and how-to information to improve your enterprise data center 
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